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YaST
Initializing ...

“This wizard will help you create a new AppArmor security
profile for an appication, or you can use it to enhance
an existing profile by allowing ApPAMTO o leam new.
application behavior

Please enter the application name for which you would like
to create a profile, or selecte Browse to find the
application on your system.

Agplication to Profile

[usr/sbinmtipa2-preford]

Browse
Greate Aport

Back Abort Next

~nlications Places Deskiop | 8 linux-7csk O YasT2@linux-7osk Wed Apr 26, 4:04 A*"

file Edit View Terminal Tabs Help

Terminal Terminal Terminal

linux—7csk:™ # genprof 2
Elesse enter the progran to profile: /usr/sbin/httpd2-prefork
Setting /usr/sbin/httpd2-prefork to complain mode.

Please start the application to be profiled i
another window and exercise 1ta functionality now.

Once completed, select the "Scan” button below in
order to scan the system logs for AppArmor events.

For eacl h AppArmor event, you will be given the
opportunity to choose uhether the access should be
allowed or denied

Profiling: /usr/sbin/httpd2-prefork

[(S)can syster ‘or SubDomain events] / (F)inish
Reading log e rom /var/log/messages.
Updating subdomain profiles in /etc/apparmor.d.

Profile {usrrebin/httpdz-prefork
Default Hat: DEFAULT_UR
t: hp/Main_Page

[(A)dd Requested Hat] / (U)se Default Hat / (D)eny / Abo(r)t / (F)inish

" Applications Places Desktop | Terminal O YaST2@linux-7csk | Wed Apr 26, 05:4°
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[root@ressus root]# nom -Uvh Nessus i386.rpm

28} o] A F A7} EFUH 7| B AR AR E /opt/nessws
7} =i o] Y 2 o)} o)] RE R IOH o] x| Hrt, o)A A
o)) A3t Al & A F 3t 7)ol A ARG L &
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#/cpt/hessus/shin/nessus-add-first-user
Using /var/tmp as atemporary file holder

Adda new nessusd user

(==glolo| idE Ml gict.

Logn : nessus
Authentication (pass/cert) [pass] : (== 215 A S X[ sH=E, cert
= IS M/ass= 22 2 5 5h= WA 0|CH pass/t 7|2 0|Ct.

Logn password : xoo00x (== MM S A1 F of| Cist &S S 5 &
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Logn password @gain) : 3000000

Userrules

nessusd has a rules system which allows you torestrict the hosts
that nessus has the right to test. Fa instance, you may want

him to be able to scan his own host only.

Please see the nessus-addusen8) man page for the rules syntax
Enterthe rules far this user, and hit ctd-D once youare done :

(the user can have an empty rules set)

Logn ‘nessust
Password s
DN

Rules

Isthatok ? f/n) My (== ?I2| && 0|04 giCtH yE U= SI=

o

= sict,
user added,
Thankyou. Yau can now start Nessus by typing :

Jopt/nessus/shin/nessusd -D

the-e H &S 3 97] A9 Nessus plugin activaion codeE

olff

u
ek

Pl E], -0 Aol A registerE 3FH 4] F- o} 2

S
e

2 WS EA E Ao,

Your activation code for the Nessus plugin feed is 2AC5-5F66-

4EDB-CO0D-2524

On Linux, to activate your account, smply execute the folowing

command :

Jopt/nessus/bin/nessus-fetch --register 2AC5-5F66-4EDE-

60

Co0D-2524

910 W gh 2 o} eho} o] A 55 s

(o

o

# /opt/nessus/bin/nessus-fetch -—register 2AC5-5F66-4EDG-
Co0D-25624

Your activation ccde has been registered prgpeny - thank you,
Now fetching the newest plugin set from plugnsnessus.ag...
Your Nessus instalation is now up-to-date.

Ifauto_update isset to ‘yes in nessusd, conf, Nessus wil

update the plugins by itseff.,

o]Fol= HAlY & HEE Y3 TR /opt/nessus/shin
/nessusupdate-pluginsS A8 3 pluging E| o] E 82 %|ar, &
T F AR 39Ul Jopt/nessus/ete/nessus/nessusd.conf 3} ]
“auto_update = yes' 2 H| QTHA Wl F o2 Ju ol 3
Ho}, o)]F dl=-e 2337 Y3 Jetd/rc, dinit. d/nessusd startS
218 A Y ol &} Zro] “Yopt/nessus/shin/nessusd -D” & 213) 5)f

A=l

[root@ressus nessus /opt/nessus/shin/nessusd -D
nessusd (Nessus) 3.0.3. for Linux

(C) 1998 - 2006 Tenable Netwark Security, Inc.

Processing the Nessus plugins...
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Connect

Server Encryption
" Unencrypted

& TLSwv1  { 55Lv23

Fort number |1241 Default " 55Lyz (" S5Lw2

Authentication

Login {* Authentication by pazsword
|nessus

" Authentication by certificate
Fazzword

| xxxxxxx v Save pazsword

Connect | Cancel

X NessusClientZ A X3} =3I Windowse] A-$- http://
nessuswxnessus.org/olA] Al B 9] nessuswxE ThERE HE
o} A %3 Ht}, nessuswxES A X] ¥ Communications ==

ConnectZ 28] 51 ol#f o} & s

Ipe} 718 FEQ]
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1241/tcpZ A AL QoA A A3 Logind
EEE
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View Session Results - 68.26

H#a xg k30

M . ttebiz.com

@ generalitcp a

0 oenecaeo Plugin infrmatian —

g ﬁiﬂiﬁlﬁ%} (Pl 1B 9 mysal [3306/1ca]
p cp) "

© hitp [E0Acp) MySOL myesd Privige Escalton High severity

I bip (80Acp) ty

Ay it [804cp) v

Ay it (804cp) Description:

@ hetp [S0cp)
ou are tunning a version of MySOL which is older than version 3.23 58

@ hitp (30¢top)
[t vlnerable to a vulnerablity that may allow the raysald service

g hitp (80tcp) o statt with slevated privieges.

hitp [801cp)

An attacker can exploit this wuiherabilty by creating a DATADIR fmp.cnf

Q rio(acn) that includes the line user=1aal’ under the fmpsald] aption seclion.

O hip (0Acp)

@ mysql (3306/tep)
o

™ This vulnerabilty |5 false positive

hen the mpsqld service & executed, itwil i s the raat
user instear of the default user.

I cpl
B mysal (2306 0] Rk factor: High
A\ mysql (3308 tcp) Salutian : Uporade to st least version 3.22.58
) (3306 CVE - CVE 20030150
O sl i) BID - 7082
O mysal (3306/tcp)
@ smip [Sitep)
& smip (5/top)
O sip (254cp) &
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nikto= http//www_cirt net/ code/nikto,shtml oA T} 2=
7hsgkt, oF 3,20003709] 21 cgl T U B Y AHe] ¥
A 5& A3 dok

nikio= perl2 H lorv 2 Wz o] 7ull IAe
o 270 AF= humlo| v w5 02 A% 71538t

nikcoe] 7] ARG 3 28 of sk 2o,

2 2314

/nktopl [-h target] [optians]
A=t AAZE 1270 9] &

A HAE F oFJDBel| t g Ho| ES s of 3t o] =}
g e} Z o] -update &A1& 7 A P3HH Ht
# /nikto.pl-update
+ Refrieving ‘nikto_outdated plugin’
+ Refrieving ‘outdated db
+ Refrieving ‘servers.db’
+ Refrieving ‘nikto_core plugin’
+ Retrieving ‘scan_database db
+ Retrieving ‘reaims.db
+ Refrieving ‘nikto_headers plugin
+ Refrieving ‘server_msgs.do
+ Retrieving ‘CHANGES &t

+www.cirtnet message: Version 2 0is stil coming... Sericusly.

F ok DB7} ol E | Folli= AAR 4 3o 270L 3
RES 3ah At F A6 Thege Fopy 20 3 AHE e
£, grie] SEAE A5y H8 A8 gEFER

Zk 2} Apale] AbolEE 2708 B.7] uf it

62

# /nikto,pl-h domain.cam
e SSL support not available (see docs for SSL install

insfructiong) *+*

-Nikio 1.36/1.36 - wwwcgcitnet

+ TargetIP: 21147 xxxx

+ Target Hesthame: xooxx net

+ TargetPort: 80

+ Start Time:  Thu Jul 6 20:07:00 2006

+ Server: Apache/1.3.31 (Unix) mod_throttle/3.1 2 PHP/4.3.10

- Refrieved X-Powered-By header: PHP/4.3.10

+ PHP/4.3 10 appears to be outdated (curent is atleast 5.1 4)

+Apache/1.3 31 appears to be outdated (current is at least
Apache/2.0.68), Apache 1.3.33 is still maintained and
considered secure.

+mad_throttle/3.1.2 appears to be cutdated (current is at least
320)

+ PHP/4.3 10 appears to be outdated (curent is atleast 5.1 4)

+/cgi-bin/Count cgi - This may allow attackers to execute
arbitrary commands on the server (GET)

+ /config/ - Configuration information may be available remotely.
(GET)

+ /phpinfo.php - Contains PHP configuration information (GET)

+ /server/ - If port 8000, Macromedia Jrun 4 buid 61650 remote
administration interface is vunerable to several CSS attacks,
(GET)

+ Mwebmail/ - Web based mail package instaled. (GET)

+ Jcorfig/checks txt - This might be interesting... (GET)
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+ flogin/ - This might be interesting... (GET)
+ /confightml/enf_gi.htm - This might be interesting... has been
seen in web logs from an unknown scanner (GET)

+ 2673 items checked - 16 item(s) found on remote host(s)

+ 1 hostfs) tested
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AFEAZE A st AoR A A9 Jsg FolAIAS AL, A
Qo) S48 AEAS T AFERE Aol ol E B AL8A7H
make menucorfig W #HLE E&f viat A A| AES Ao 7}
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HA 7 A 229) 1op T W& &) A make menuconfig H BL

sl (L9 DI 22 Ao dojdth (L DL 24x B
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make menuconfig WHE YH3H WA 7]&] make
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rr

386 ] A& g}& include/asm U] HE ]2 222 g Z3lit) o]
Ad 22 oA olF1al A F&H 1 = T A
“#include (asm/timer h)” 9} 22 FHZ F x2S 9 317] 0
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include/asm U] HE 2|2 Al 28 3 m¥c)

include/asm A28 =35 vHES] 0¥ scripts/Ixdialog T HE
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Documentation

386
arch arch
arm
crypto crypto
crdom .
drivers drivers
ide
in it fs
include include
fs ext? in it
ipc vfat Ipc
kernel ffs kemel
lib
lib
mm
mm
net pvé
. net
scripts atm
scripts
security x5
secunty
sound
sound

usr
usr
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