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wxWidgets 2.8.0 released

20061212 1150 -

Widgets

etc
Read More »
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wgcc 2.0.5 released  z00e-1128 2210
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Registered Projects: 136,923 Registered Users: 1,460,339

SourceForge is Hiring &Y
(1)
Project of the Month [) P

The Fast Software Configuration Management System
- Download a 2-user version. No questions asked.

[ () 1

Project Manager Software
Project & Job Management Software Frea
AppleMac & Windows Download

JobProCentral.com

wx\Wdigets 2 8 0 has been released wxWidgets is a free C++ framework that facilitates cross
platorm software development. including GUls, threads, sockets, database. file system access,

BUUQET control automation
Spend budget control for all users Free live training

support online

www expensewatch.com
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The Free Software Foundation Year End Appeal

Free software is a matter of liberty not price!

Watch a video appeal from Eben Moglen, Board member
and General Counsel of the Free Software Foundation,
Covering the Novell and Microsoft deal, GPLY3, the FSF's
cempaign against DRM (DefectiveByDesign.org) and
software patents. You can help us save bandwidth by
downloading from Intemet Archive and Coral Cache.

=] i

Join the FSF today!  Donate to the FSF today!
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OSDL Executive Column - Stuart Cohen, CEO

EAQs: Frequently Asked Questions
Mailing lists atest updates / main index

2 1
man pages: help on individual commands (20060810) onmonly accesse pages:

IRC
Feedback

Linux Gazette: online magazine Carrer Grade Linux.

Announcements / Miscellaneous

Author / Contribute

LDP Author Guide

Purchase a Shirt and Donate to the LDP...

(T | 2006-03-16

Tne Sepian roject nas decided that docu rmerks dlsrbuted underthe GNU Free Cocumenteson License (°C
regards 1o the Debian Free Software Guidelines (DFSG) /.

OSDL @ Industry Events --

©OS$DL Linux Info
Center

It's been qite a month for the open source community.

| In the pact two weeks, [ve witnessed two cf the largest software
firms in the world forge new relationchips with Linuxcbased

~ companies. On their own, | think the recen: announcements by

| Oracle, Nicrosot are interesting, bu not entiely ndustry-shiting.

OSDL Newsletter
Updzte on DSDL Activties
November 2006

Read more

Highlights Current Aticles 11/06/06

This s good news for the LOP. as our documents can included in the Debian distributions. Note that {

automatically mean that the entice LOP coliection il e Inciuded AUTHOrS who want their documents (6 be I

Document Updates
Justa reminger - the LDP home page may not change 0o frequently. but our document collection Is constan

Linux LegalDefense Fund

Maing Lists.

Jobs at OSDL
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Real-Time & Embedded
Campiing conterence
@Realtime Embedded Computing Corfe'znce
December 6, 2006 - Kingstad Center, Beaierton, OR
Keynote Presenter - Bil Weinberg, OSDL

Full list of OSDL events

What's New

@ Qoen Scurce is not a verb by Bill
Weinberg on NewsForge
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Debian by Bill Weinberg in Liux
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©Linux and Open Source in
Telecom [sabseripton] by lbrahim
Haddad in Linux Joumal

Portland Project -An end to
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rch/army/boot/compressed/head Sl 2J3 ¢35 o) |5 2] Aol o} of 2 7
a 29 7de olAl vz 4 Ade] headd [

arch/amm/kernel/head . S& 3374 Hr}.
arch/army/kernel/head S XIPE A&t data section

RAMO 2 27|+ 48 3 dlal, MMUE enabled}™, kernel®]

BSS sectionS 2713} slar, HEH oz Fde] wgl T5AQl

start_kemel()2 #7]8}= 932 S8 3}
data section
al7] A el XIPek 71'd Z=E ROMoY} NOR ZA] o

0 X FFFFFFFF

we) Aol 4 vk Saaks RS o] gt At Ao 2 se )

vl o]el & RAMOY| HARY 33t XIPE ARgstH do]el 7k .
text section
RAMY]| 7}3j3t 22 e Al RAM AL8FE I Alo]=7hE
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init section

arch/arm/kernel/head .S
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o]l# 3t 2= arch/arm ke mel/vmlinux Ids S 7+ -2 ¥1d 8
e1g & it thE sectionE L o] B & AHolal init
section®]] thal] AJet A3 init sectiona 7 o] 181 € ) A}
St 74F 2713} Fe A Am T2} Y sectionot}, o]z
gk init section F-8 o] ' Foll= B a7} gI7] W& o freed)
A A ollA ekl E2] A €t

7Ad op7| el xutrt K1) g vl v 2] Adol] $1X]| sk F47t
Egth 292 A ol THE ARM ZE2 MGl 32440 Z2A]
Aol AL o2 Ear ot B AlEo] AME-sl= 386 0171 €

o] 79 445 o] E 7 £ 0x100000 1A ofl 15 3 e

arch/arm/boot/compressed/head Sol| 4] A o]7} arch/arm/
kernel/head. S2 o] 9 AU A ot Z=XE FP31A
At
__INIT
type stext, %function
ENTRY (stext)
msr cpsr_c, #PSR F_BIT IPSR_| BIT| MODE_SVC
@ SVC mode=Z MztsiCl,
@ 2= intferrupt disable
bl __lookup_processor type
@ szt T2 MM Q| _ proc_info_beging rof| EropeCt,
movs ri0,rb @r10=__proc_info_begn
beq __emor p @r57} 00|2HH error
bl __lookup_machine_type

@rb0] siEh HAle| __arch_info_beging Brop2C}

movs rg, rs @r8=__arch_info begn

beq __enor a @r57100|2+H errar
bl _ create page tables @ page teble= MM SIC}H

ldr r13, _switch_data

SHSWE EE

2 0 0 6 1 2

adr Ir,__enable mmu
@MMUE enableBict. (Ol 2tel 8 § $3i 2 S.&20]ct)

@l-cache, D-cache, write-back buffer, TLBSS Z&7|alstC},

add pc, r10, #°ROCINFO_INITFUNC

M & CPSR #|A|2E kg A3 SVC mode2 7 E3}aL,
IRQ, FIQE disable3tt}. SVC mode: ARM oA ALR-H&= U=
o] EARE 22 system callg $J3] ARS-Hrt. 79 & Sl o]
27 interruptE disabledtal EARL =R A 33| o} ghr. o} 2
interrupt A2 & ¢35t A2 T2 HW7L 273814 ¢9k7) of

o F8 Fell interruptt LA A =d Al&"lo] of7] %] g

Sl

&5l w4 glot
__lookup_processor_type 3 #lF T2 AN E 27|38}
7] 918 proc_info PEAE W0} 3= oIt proc_info T2

A= AL AN AASHE ARM AD 2 A o )4 2715

£ 9% FdI ZoAME Fsk] A% mask & 55 7HAAL
A FEAott,

Zyzko] =2 AIA el o] 2= proc_info TE AL arch/arm/
kemel/vmlinux . 1ds.S 3} doj] A AHule} o] init section ol
__proc_info_begin?} __proc_info_end 412 Ato] ol wid e
2 ZA %}, o]F A init sectionol] ¥1E FE| 2 = Ho] g

proc_infog Zh= HlE= of o} 22 dapEmert

1.cp15 c0 BIX| AE Z42 2io] =2 MIA] ID 242 1A 2C.
2. =2 M| ID 242 proc_infool| Y= maskZtal andsict.
3. andgl Z+2 proc_infool| Y= valuegta} H|m SiCt
4_H|x2 5t Zto| ZCHH S proc_infoE rbol| 'Ho{ 2IE Sict

5. ZX| @CHH CIF proc info & &oletA 24 aFdRH EHEsict

227 BAslar I s3c2440 TR AA 2] proc_infol

arch/arm/mm/procarm920.S 3 Qe = __am920_proc_
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info FxAQd o}t e FXE JMAa g}, 2g)a size __am920_proc_info, .- _ am920_proc_info

arch/amm/mm T)e) &2 of] 7439 747t o] 2 Al BFe) o] whe

B

proc_info TEAZ 7HA AL 3l5& BAAE 5 3lE Aot sl Z2A A9 procinfo 7+ 2AE Wolgow

__lookup_machine_type $rE $Z3) arch_info 2 A& 15

asci "\0" of Wol-2t} arch_infot= 747} o] =& 273} 817) fle F1l
Size cpu_am920_name, . - cpu_am920_name o] 52 5o] gl FEXAZA, proc_infod} vl A =
Aalign arch/arm/kermel/vmlinux Ids S 3 Lol __arch_info_begin}
section "proc.info", #allog, #execinstr __arch info_end A& Aol o] 2}t o] Hx of 9= arch info 7
type _arm920_proc_info,#object ZA17F g Fel 2 73 ot
__am920_proc_info: proc_info?} v} A|E arch_infod]] %) machine type 7
long 0x41009200 @ value 3} bootloaderdlA] Fo]& o}71€lA] 1D 3} v s) 2o i 5
long OxffOOfffO @mask 2 83 arch_infoZ €SI 29 tf& arch_infog}
Jlong PMD_TYPE SECT I\ machine type F& Al a4 vaLsiA] Aot
PMD_SECT_BUFFERABLE | \ proc_info?} arch_infotrs TRAM Zo BT FLA0] 27|
PMD_SECT_CACHEABLE | \ 3= 93 FHEol Bol YL vl olH g 273 FHES
PMD_BIT4 1\ &3 HWE 2713} sHA| €t

PMD_SECT_AP_WRITEI\

PMD_SECT_AP_READ MCHINE_START(S3C2440, "SMDK2440")
b __am920_setup /* Maintainer. Ben Dooks (ben@fluff.org) */
long c¢cpu_arch_name phys_ram =S3C2410_SDRAM PA,
long cpu elf_name Pphys_io = S3C2410_PA _UART,
long HWCAP_SWP | HWCAP_HALF | do_pg offst = ((u32)S3C24XX_VA UART) )) 18) &
HWCAP_THUMB Oxfffc,
long c¢cpu arm920_name boot_params = S3C2410_SDRAM_PA + 0x100,

Jlong am920_processor functions

long vdwbi tb_fns dnit_irg = s3c24xx_init_irg,
long v4wb_user fns .map_io = smd k2440_map_io,
#ifndef CONFIG_CPU_DCACHE_WRITETHROUGH init_machine =smdk2440_machine_nt,
long arm920_cache_fns timer = &s3¢24xx _timer,
#else MACHINE_END

long vdwt_cache fns

#endif o] Y&-& arch/arm/mach-s3¢2410/mach-smdk2440 ¢ 3
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o 9l¥ smdk2440 BE2] arch_info 7242 HoZEr},
MCHINE_START(S3C2440, "SMDK2440" ]| ]¥= $3C24400]
define Fo] 9= smdk2440 B = 2] machine type #ko|t}.

7¥zy o] R o &k arch info F& A arch/arm/mach-* T
HE glo)| ] 13 = 9Jg Ao|rt.

202 ¥ create_page_tables &S 353 page table
< At WA A o] AlF A 0x4000 el Sl
0x30004000 9] of] swapper?] level1 page tableg 16KBTHE

A3t aE]al Ad ol e HYE 33 0x300000005

of

*

4MB B RHEFS page tabledl] v gk
swappere: 7d REET o AY AE FFEH| = ZEA
2-9] PCB(Process Control Block) 24 | 2] Abol] &g PCB 2]
Frol ASRE Fsl vk, k= AL 3 swappere]
PCBl| Sl 247} o] B=EL2 Z7] fho]l AR Har R o) By
A1 o] init kernel thread¥ o] swapper2F- & forkad}A| Hct.

Idr 113, __switch_data F¥& stack pointo] __switch_data

Ao F4E Y PR oot __switch_dataoll= 2 A 4
o FAE 7HAAL YA o2 Ad HE FALELS XIPE
AH8E 7% data sectiong RAMO] o] 8 wju} 7 de] BSS
sectiong 27]3} 3 uff ARS-Hr}

adr Ir, __enable_mmu H#-L ol o] A+ add pc, 110,
#PROCINFO_INITFUNC &< Za)ali WA gEl g a0
__enable_mmu2 A AsH= RRolt}, oA __lookup_
processor_type TrE &3] 159 ol proc_info F+FA| F
A 1109 A A, add pe, 110, #PROCNFO_INITFUNC 3
B2 proc_infod] glE ZRAN 273} FFE 5FE B2
ot} = 32440 TR AA 2] Aol

_arm920_setup FFE

&3 €t

__arm920_selup < T-cache9}t D-cache, write back
buffer, TLBE 232} %713} gt} __amm920_setup 2 +3
o] Wb adr Ir, __enable_mmu  Hel| o3} )93 F 27}
__enable_mmu2 AR = 317] W&ol __enable_mmu7} 53
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__enable_mmuAE ¢pl59] 3, c0 ARAZHE A G =
e AL c2, 0 A LHA o] e Fh5o)F page
tbles] F2 7h& ARAEY. Teln HFA LT MMUE
erabled] paging @ AFHsi ik, oA RE Fab wF by
FAE AR drt

__enable_mmu v}AZ o= __mmap_switchedZ7} 35 &=
d| XIPZ ARR-3H}E data sectionS RAMCE £7]a1, 7d 9]
BSS sectiong %713} s},

g3l FHE Ao g Cr ] Al start_kemel2 #7]3) o]
A AR A AR TE 271312 AIFEH Hot, 0|24 7
o] A5 headQl head 9] 27)3} 744 o] T}/ H}h. thS Al
bl &= start_kernel Follx] of® IR & AA FH A =

A Gob R % stAc,
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iptablesE &&%t 2|5 A 0l0|018 75

252 A9 22x oAl ipchainsehe Fololgd 23
& AT} A 24x N FE = iplablesehs 3745 sto]
ojg &F4g AFstaL ek, ipablest: ipchainsel] vla) A
Ho g NATZI5 5ol AT ipfwst 2 Hxe] Tz gol

HQ 3R] gkar e F4 (staleful inspecion)olgh = 117 7|&S

At A g tiE P | o2 A F s Ast 5

ol 79| 2 sHA] et

neE EYE 2IW

ECREEEETT

\ﬂ A Pru e @ R-B m-[JLE B
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What is neffilter.org?

s netfiiter.org is home to the software of the packet fiitering framework insicle theLint
o 24xand26.xkemel series. Software commonly associated with netfilter.org is
iptables.

Software inside this framework enables packet filtering, network address [and port]
translation (NA[P]T) and other packet mangling. It is the re-designed and heavily
improved successor of the previous Linux 2.2.x ipchains and Linux 2.0.x ipfwadm
systems.

netfilter is a set of hooks inside the Linux kernel that allows kernel modules to register
callback functions with the network stack. A registered callback function is then callec!
back for every packet that traverses the respective hook within the network stack.

B iptables is a generic table structure for the definition of rulesets. Each rule within an IP
sk table consists of a number of classifiers (iptables matches) and one connected action

e Gintables taraat) =
& © SEs

itables& & + U= www . iptables.org

AL, olA| iptablesE A1 2] 8l XA},

Y=l Al o] METS AR5 iptables’} 7|2 A 0 7 23]

=

A g, 71 LA AR A RehE oo A Qi
pmg AHEEE AT O B8 5L olgshia deh

FHA vjd o] A o} HAubd A A sk Aol ot

ﬂ?

-~

# rpm -q iptables £ A 3} = A

o

el

Foll=

# rpm -e iptables 2 A= 5 3}

iptables &9 o)A+ hip://www. netliller org/ =+
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A vd o] a2
£ 2o d) AAshd dc) ol& ¥ patch-omatic (T ‘p-o-
m’)olete 7 X2 A e B Ad ol E3ke A
iptableset ¥ H W22 (bugfix)oh The gt stol ol 7)F
sl ARS-E = A H2 = vtolojd o] kgt VTS A
shal Avhd $A| AA T AL At

F32, snapshotel] A AFehe A7 W] Z ¢

http://www iptables org/ |, F<& &

tle o
&2

nd
k\*

Rl o R e g B e
AR Z 23] Jusr/src 9F 22 A3 O ED R ol T o
3} Zro] 9t S| = Fhx = s}

[root@fw src]# wget http://www.netfilter.org/
files/iptables-xx xtar.bz2

[root@fwsrcl# wget http://ft p.netfilter.org/pub/patch-o-
matic-ng/snapshot/patch-o-matic-ng-2006000¢ tar b z2
[root@fw srcl# tar jxvip iptables-xxxtarbz

[root@fw srcl# In-s iptables-x x x iptables

[root@fw srcl# mv patch-o-matic-ng-2006xxxxtarbz2
iptables-xxx

[root@fw srcl# cd iptables-xxx; tar jxfp patch-o-matic-

ng-200x000c tar.bz2

0]&% patch-o-matic-ng-200xxxxx T E oA /runme
baset} /runme eximaZ AP 5 gded], A7 7= AdH
FEol € x e rng A @ Aol Erld 7| A&

sk Aol o,

off
i

[root@s erver patch-o-matic-ng-200xcc00d# /runme
Hey! KERNEL_DIR is not set.

Where is your kemel source directory ? [/ust/src/inux
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Hey! IPTABLES_DIRis notset,
Where is your iptables source code directory? [/usr/src/
iptables]

A iptables 220 AR S AAsPA Hct,

olF Z}z} o] FE o thsl] AR & 283 AT AU A R E
2, ol o] A% =7hd A5 geoipEtE HAE A8

AJQA 2 dolnt. 2iek gk Avg 3t 3| oAl 7} Al ==,

]

o] 715& Ad ol =¥ A &
AE AgA=

ot p-o-meiA
o] = Ayl 712 Ao = AFstng

2 p-o-mel) Holi= vig-o] T 5 k.

Aol WA 12 99 o
BAZE A BT Ty 8 ds) Hesha ©

A7 HEER AF ET 7L AL Aoz

Testing geoip... not applied

The geoip patch:

Author: Samuel Jean (sjean@cookinglinux.org) ; Nicolas
Bouiane (nib@ cookinglinux_org)

Status: Testing

This patch makes possible to match a packet

by its source ordestination country.

66

GeolP options:
[1]--src-cc, —source-country country[,country,country,.. ]
Match packet coming from (one of)

the specified country(ies)

[N—dst-cc,—destination-country country[,country,country,._]
Match packet going to (one of)

the specified country(ies)

NOTE: The country is inputed by its ISO3166 code.

ol = B A= 7%

a0 w2t 4338 A&

iptables TJH E2] 2 o]% 3l make; make install 2 A X] S

Fol F7hslx glo g zxel B
Agat) gt A o] Bt Fo
\
ek, oAl A Aok Qg T A e, A Fohae sk 943

A A2 YA EZQ Jusr/src/linux® ol% ¥ “make

rir

g

ofr

menuconfig’ & 218§ 3F o}

4 24 xo| AP
“Networking options )& MEL & |P: Netfilter

Configuration —)" & MENIC

i

71 26 xHH 0|2t H

Networking —HEMEE
Networking options - OllM

Network packet fitering (replaces ipchains) —)

IP: Netfiter Configuration 2} Core

i

Neffiter Configuration £ A ElSIH

=ct
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Netfilter Xtables support (required forip_tables)

[*] state mach support

A FAL Aeap Sk vivolch, AElFA L sholojgl o

AF7Ne o= of 7HA] Helg o] glone dHshe 5 Jirt,

[*] Connection tracking (required for masq/NAT)

&
Pk
to,
fob
it
o
4
A
of
F{?
N
olf
i
2
)
%

[*1 FTP protocol support

FTP The Av 2ot &) 2le] XE S ALgsha 27} me
= A5 wee] F4o] Basit, ipg An 23

g 2] e et

ST A

S

[*]1IP tables support (required for filt ering/masq/NAT)
iptables?] filtert} NAT S-S AL4-3F of] H Q8= 2 Xelsict

[*] Packet filtering

sol ol o] 7} 7Pl 7 Wl % A9 ol chk Folch,
=) e}

[*] REJECT target support

SHSWE EE

AL G = 7| EA o0 F A FE = DROPH HEe
REJECTZ} L&, REJECTE A 43 A A o digk F2o|}.

At

o

AARE Ed F 7 AAYe o M2 Adz Fdshd
iptables 9}o] o}¥ & AR5} 4| 7} gt o)A iptablese] 7|84
Ql B A WA 1 2AHEZ HEolR A}

ol Abg g & oIt 22|, A
ol v BFekar o] ¢ Ho| Ak A5 ARg-shct 1H 2

W el 2w A aiA] sl ek,

iptables ] 7|82l

ARZ &4 @ ptables [-t table®] WA of [0 S4] [EFA]

7)o A table L o] Mgt 7)1%L

A oetE AL R filter, nat,
otz -t nat
9} 7o -t kabled & AR hA Eck, A& H8sAY At A
AL st filters AMESoF shodl, 7R oln g HER QT
otz ¥t mble¥} I chainolet ol = 2 AHE-H
=, ol Ao olFshs AR E vt oS HW filter Bl

mangle o]Z 7] 3747} Jdl, EA3 ubled OF

A

=

o] &2 Z4¢ INPUT, FORWARD, OUTPUT chaino] 14|,

INPUTL A8 2 5] 93 il o] thsfl, OUTPUT 2 Wb A

| LS
1 -l:-— Please choose the security level for the system.

Eirewall Options: | SELinux

Security level: | Enable firewall S

WY (H T TP
FTP

sSsH

Telnet

Mail (SMTP)
ethd

sitO

Trusted services:

nolooooalis

Trusted devices:

Other ports: (L0209:tcp) |

| BE Cancel | | @ oK

GUIE X &5l = itables?| atAd M A

—
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iptablesol|~] A& &k

2ol @ Fhx)qk A T iptables -h == man

-A
A% appendd] ofv 2 28 F7hstaa @ o ALgEck AZ
ol g3 3l a9 chaine] A vl el F7}sch 2
a2, sfolold 5 Mok & Mlel A A 9] 47} vie-
stz 8¢ A Aol Folslof et mloF o] AQ kol 4
8 WA A4S deohd A o) inserts] ol 2l 15 o

dab A,

= o o]
THE“:]!

-D

DE delted] ol 2 AQE F& Aetas & ol 488
of. DE AT doll
27138k o) ARR-3lE A} 7o) 9hA 3] 2L 2L XA Hot.

A DEEURE AY Woluw B

-F
e RE §8 AAlshe Bololtt olu g A e v

A gpo me Felsjol @}

3=

-P

P AR chaindl] thgt 7127 (default policy) & 2w 8}

&2 Aol -PellA

L

= ol v ==

A7 A A o] AgHck kAo

Ao 2 duird] Y= BRE
© 2 INPUTE] 713 A= of| A &=

DROP-&, OUTPUT of|4] = ACCEPT & A A gt}
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o2& iptablese] w3 Aol el Lolrz wid 34

2 Wl A st Y=

-p&M
-p 4L teptt udp, icmpAF WA ==

< ol giet, of7] o] 2F
dHEA P 71 AR 2 o]

-s2M
-s AL AR Y AXIP FAE

& A3k ok,

-d M
s -FAol HA o] &t FAE

A Fao g Lottt BP9} Fdsith

& o AR A e

A7 sHA At

X2 EF (protocol)
A2l -p7} protocolE v sh= thAl,
By ol Fejal) wieket,

=], 1P 4 = 1P o

Ble B Yew Jewind Tap Her fi
[rostétitus ~]# service iptables status =
Table: filter

Chain INFUT {policy ADCEFT)

target prat opt source destination

ACCEFT all 000009 0.0.0. 0,7

REJECT all 0.0.0.0M 127.0.0.0/8 reject-with icep-port-unreichable

ACCEFT all 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED

DROFP e 209.152.0.0/16 LR T uep dprz22

DROFP ey B2.189.0.0/16 0.0.0.0,/T vep dpr:22

ACCEFT tep - 0L0.0.040 0.0.0.0/0 vep dpre22

ACCEFT g 0. 0. 050 0.0.0.00 vep dpe:B0

ACCEFT Ly 0.0 0000 0.0.0.0,0 vep dpr:dd3

ACCEFT udp 128.250.0.0;/18 0.0.0.0/0 udg dprail3Tilee

ACCEFT L5 128.250.0.0/18 0.0.0.0,/0% nep dpr:l30

ACCEPT e 128.250.0.0/18 0.0.0.0/0 ep dpr: 445

RETECT all - 00.0.000 0.0,0.0,% raject-with fcmp-port-unceachable

Chain PORNARD (palicy ACCEFT)

target prat opt source destination

RETECT all -- 0,005,000 0.0,0,0/0 reject-with jcmp-port-unreschable |
Chaim WTAUT (policy AEFT) l
target pret opt source destination |
ACCEPT all 0.0.0.0/ 0.0.0.0/0 i
[rootliitus =]# =]

itablese| & MM AbEt

--spont,--dport SM
—sport HA o] 2AFEE, dporte 52
=, o] $4S

=2 eZ g YAso} dt,

A xEE oval

AR mjoll = WEEA] -p teptt -p udpst 2ol

TdHSWE EE



- m state M
-m state= AE] F2 (Connection State)-S & wj] ARg-Fc},
’BI'EH = 24

INVATID o]Z7] 4744 AZah=dl, of7] oA NEWE Alg A

NEW, ESTABLISHED, RELATED 1 &al

Hol= a4 5 & 24 A Fol st

ESTABLISHED$} RELATEDY Z2}o|1Ee] A4 Az I A
el A gtaf olw] AZH ol FHE vl Ayt = o]
AEe e ol gt $5 5 gtoloj oA 38| Rl oln g A
T4 o2 =7 glo] F 3= Hrk wpx e 2 INVALID
F PAY ZEE Y E A g BE
Sohetl AR AR EA 2 T

A A s 2

iptables EMHE35P|
oAl AF7HA FHg e

=% o2t o Al Ak s @ Jheslee JE T &

thd o]gA] &g Aoltt ofzfe] EL fws

Skl 2 BHE o] RE Alutt A9 ke % s Eirt,

Fioz 1 ES s 2

#/bin/sh

IPTABLES="/usr/local/sbin/fiptables"

#iptables A3 mjalo] ZZE A 9.

SIPTABLES -P INPUT ACCEPT

#7|2 YHS S EACCEPT)I=R 4F.

SIPTABLES -F

#7|Z0| HY = UE ES 2F V|5

SIPTABLES -AINPUT -i lo § ACCEPT

SHSWE EE

I —————————————— 200061 2

E
i
I3
1=
[m
o
izl
rlo
ol
0o

SIPTABLES -A INPUT -m state —state
ESTABLISHED,RELATED -j ACCEPT
SIPTABLES -A OUTPUT -m state —state
ESTABLISHED,RELATED -j ACCEPT

#AEN =M 0f s ESTABLISHED Et= RELATED ZfZl2 £&

SIPTABLES -A INPUT -m psd -j DROP

#EE A7H 22 Egf

L

1K
rlo

A,

SIPTABLES -A INPUT -p TCP —sport 1024: --dport 80 -m
state —state NEW -j ACCEPT
#3 M| AF 2ol BSOS 2 Sol= Z7|(NEW) T2l 2 318

#0[2.9| Tzl 2 OUTPUT = Ale) %5 of oJs

SIPTABLES -A INPUT -p TCP -s 192168.1.0/24 --sport
1024: --dport 21 -m state —state NEW -j ACCEPT

#fipe= 192168.1.0/24 L oM o HE 2 5

0o

# AE T ol Ofsh 2E fip o1 2 Pl = XS SIS E
SIPTABLES -A INPUT -p TCP -s 192,168,1.3 --sport 1024: —
dport 22 -m state —state NEW -j ACCEPT

#SSHE= 192.188.1.3 oM 2H5(E,

SIPTABLES -P INPUT DROP
SIPTABLES -P OUTPUT ACCEPT
#INPUT 2 7|2 o2 DROP, 22 tk315}7| /sl OUTPUT

2 ACCEPTAY .
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Faohe Aotk webA hip@0/wp)et 2ol e FEZ

T Solee 4L SR o 3 ot gl IDse

a9y FER AR HHL layer Yapplication) F3 oA 12
e &) vje] 4R 8 EGule)t HE w32 T3 wieF 34 o)
ghal A RS A9 A Edf o] oig AR E s = A
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snort Mx| I MH

n

28 oAl snortE A8 BAb Al B3 9] snortE F3 o)A

i

(hupy/ /www.snor.org )l A the 2= g & glon
34 Y & w3 ohe- 2 g 5 ot A w4

ool et ol 228 e rEd Fan guudds 4

[root@fw srcl#

wget http://www snort org/dl/prerelease/2.6.1-RC1/snort-
26.1.RCl1targz

[root@fw srcl# tar zxvfp snort-2.6,1 RC1 targz

[root@fw srcl# cd snort-2.6.1.RC1

[root@fw snort-2.6.1. RC1# _fconfigure make; make install

AA] F A8 e dA g W sie Y ERY Jusy/
local/bin/ Bl HE Jof] A X)L 47 oYL A o] g 2y
ete/ TJH E2] o snortconf Y 2 A7dct

28] IDs] A olet 3 ¢ gl rule Y S HER o2
= ol o} 31=], snort orgellA] AFshE L ghol XA wlet
T 72 vdth subscrbest AAIZEL 2 QU o]E S A3}
Ak g oln], B2k 5hd vl o]g-o] 7F5 & registered user
 FRolAT 59 A | olEZ} AlF-drk zbol 7t Yt
w3 ol HMeR ZeAER JPFE 2 www bleeding
threats net 9A = AAZE JulolEE AdapdA 722 & ¢
tlo] E7} A #ict,

o]7)olM & snortorgoll A B4 Aoz AU registered

user2 S5 Ao HE= = okt 552 7l Aap = o] F-of
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Fle Edit Monitor Help
| Mlert Status | Fecent filerts

| Top Attacks (Last24 hre} - Top Attac

e Tvpe
Last Smin: 8 MISC Large ICMP Packet  §04

| Court] Atack
Last15 min: 17 [EB 18 smerose ateoss 339
Last30 min: 32 R
Last 60 min: 127 0 onii oo a 4
Total: 103420 NE55ST M arsson .. 63
ICMP redirsct host 52
Last Update: 2002.07-10 13:25:14 'Sccnispi‘gxig::‘ﬁh gg

WEB-FROMNTPAGE /_vti_ki.. 50

snorte| A & T LE

Az, FololA o G453 H2 shebel] Y “not registered?
sha gk,

A F qdele] gsrh AR vidle] e, 214 F 45
2 214 sk ek,

27903 & mlesE FY3}aL, &9 ¥ Download rules

£33 FesIT

il
Ll

gopd ok 2 g 5 k. & RS pEsAshd 74
F & 93U 474
o] Tttt A Hol iz FA ] W] T MAuHEH 2 &
g Aot

snort.conf ¥Y-&

L

E(signature)e]] o gt A Hat go] 9=,

o]

o

it
2

B ofg 7pA AR T Uhg-Eol Y, 7
B o g AlgdE Fursht B 1A nk A Re 2 5)x)

-. var HOME_NET any

snort7h AEShEA YA Y BAA 1PTl o A gt ol

UIE 9=t th o olut S g Al eha A4l o] 1PE A shel ek,

0f) var HOME_NET 192.1681.10/24

-. var EXTERNAL_NET any

o o7t BAT 4 2k Prig g AF ek, Qubao

SHSWE EE

2 any= AR sk Zo] Fot

-.var RULE_PATH _tules

snortconf HPo] ¢ HHEZ S

o] 91212 A she e}

o2 rules TIHEE]

-.include $RULE_P AT H/web-attacks rules

o] sfk PR-E B A4 349 o wet o] 714
EE ol includedl] Jrt. FAskaral sk -8 A9 3] FHAAL A
& wc

o A A2 A o] Z o gloy] FaLsty) uigdet
thy o2 g4 0l A HAS v Bar stdo] A8 v e
& A shd s, 7R A2 2 ar/log/snon TE Ee] o A

A ue o] Hexalg st Bt

# mkdir /var/log/snort

oAl BE FH7F EWTh EHALR FA dAIE @A

shelel) gla) ohe ool Ala g F Ao 2 2Hg e H

nmap 52 2 A4 2705 3 1] vttt

# Jusrflocal/binfsnort -¢ /Jetc/snort conf

[**][1:469:4] ICMP PING NMAP [*]
[Classification: Attempted Information Leald [Priority: 2]
11/10-18:35:17.704781 19216856 57 -) >oxxx 4375

2 0 0 6 1 oINS
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ICMP TTL:47 TOS:0x0 ID:1192 IpLen:20 DgmLen: 28
Type:8 Code:0 ID:50880 Seq:48631 ECHO
[Xref =) http//Avww whitehats com/info/IDS162]

ot o) A7} = Ao g FFshs Aot ofA vl

w2 A5 el sheld-D &S F7he) A stIR s e

snort & X5 UGl 0|1E MH

kel A IDSE HE Wiy 7o R T4 S HAsIE R Fo] v
¢ F230h T AFE vt ok webA AR g FF 7 of mhe
29 el w3k wh Fa g, ol AF3T > Y=

O#Wo g2 oinkmastergh: Tgado] g} o) Zgg AL

m

http://cinkmaster sourceforge net/ol| A th-2E 71538 |, &
2 HQL the- 28 & oinkmaster, conf 3+ oflA] o}z o] g K

2y ah ik,

# Example for Snort-current ("current"” means cvs
snapshots).

#ur=
http://www_snort.org/pub-bin/oinkmaster.

cgi/{oinkcode) /snortrules-snapshot-CURRENT tar.gz

RS o 2ol g shd Heul 7] ¢llA {oinkeode)

£ 7ol 2 P st Wk

snort orgol] 271418 3}t of] “Oinkmaster Download Codes’
g o] 9lal o] R o o2 3 22 o] B Aol

b285172a02748476eaba90ccac95aecbch59ad170

o] B2 EALs|A oinkcode FE-of ¢l 8] S g}

72

uri=
http://www_snort.org/pub-bin/oinkmaster.cgi/
b285172a02748476ea6a90ccae95aebcb 59ad 170/

snortrules-snapshot-CURRENT .tar.gz

ol The 3} o] Aay s Hr}.

Jusrfocd/oinkmaster/oinkmasterpl
-C /usr/local/oinkmaster/ oinkmaster.conf

-0 fusrflocal/snort/rules/

o]7] oA -C ¥ oinkmaster.conf 3 o] $1x] 2, o QG| o]
E ¥ ruleo] 91X1g U ER])E AR shd €k, wef 9]o] 3
o1& Jetc/cron daily/ 5ol A 3chd vl AFFog £ vl
Aot

gEo] oo} ullEA AYstaA F we &
oinkmaster.conf stte] ok} o] A sk et

ol
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disablesid 4,5,6
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