Linux Shadow Password HOWTO

Michael H. Jackson, mhjack@tscnet.com. v1.3, 3 April 1996

ěŃ: SÌ‹, ěŃ‹: 1997[ 2Ú 1‹

¸ [tŹ Linux Passwd Shadow Suiteõ qN3 uL, zXăL, #§ÜăŹ Şłú z<ăL –ř. Zć user

passwordõ ŻÅ£ ăŹ network daemon¸# softwareõ uL, &zXăŹ ,ê řØL –ř. Ťć softwareŹ

Shadow Suite˚ ‹Ù` IęŞˇ, Shadow Suiteõ ŞÙăêÀ & compileč ŻÅ` –ř. Ÿ|ĆŹ programĆ

shadowõ ŞÙăŹ programming exampleê –ř. ıs \Ź Ů[ffiĆ Âć ż¸ Ÿ ˙yĆ –ř.

@ ò

C 1 < ffiq`8t.

¸,ù Linux Shadow-Password-HOWTO¸ř. ¸ Ÿù Linux systemĆt shadow password` ů ŞÙûL, qE éœ£ ŞÙăŹŞ §ÁăL –ř. Shadow Suite˚ == §ăú qN3 5Ź`Ć Âć ŽCffiê jěă L –ř.

Shadow Suiteõ zXăL, ˘ù utilityffiú PÌč :, Łȷè root£ loginľb ćř. Shadow Suiteõ zXč

:, system softwareĆ žÜõ sqb č ,¸ř. ŤýL, ŞèăŹ Â£ program˚ backup ÄPÆú ˇffiq n§õ ˛ş& ĎLćř. Zć, èȷă§ ;Ć K4tõ ›L ¸ľă§õ Ďćř.

1.1 ¸; ŸY řô ,ffi.

ďÍð ĺÖöňžŋÝá ąÍðďÛå:_{shadow}

ęÛå ň¿ łÍåŕÈşťŋÈ ňŒáşťŋÈ ňÉãčÛá ňÈňÅňź ďţşÉá sub-section

xdmňÛå updateşťčÛá ąÍðňź ďţşÉá sub-section

ŋÉÞňÍîňź Shadow SuiteňÇ ąÈčÛòňÛå ŕÁąťşťčÛá ĺÉòĺÍîňź ďţşÉá section ŋťŋÁ ğÖäčÛá ŋÝåğÖáňź ďţşÉá section

łÁŋÍò ğÝô updateďÔá ąÍðďÛå:

SunsiteňÇ html ŕÉíŋĳęÛå ŋÍòŋÍò

Makefileňź -lshadowęÛå ďÍðĺÖöňÈďĳęÑÞ wu-ftpňź ďţşÉá sectionňÇ ŋÍòŋÍò

ŕÍåŋťň¡ łÁďťłÆęÿňÖíňÛå ŋÍòŋÍò

ELFęÛå ŋÈňŒáşťďĳęÑÞ wu-ftpdňź ďţşÉá section ĺÏáąÏò

ňžęÿąťŋÈ login programňÇ ĺĳňÉá ğÖáŋźęÛå ĺÉáňÏòşťďĳęÑÞ update

Marek MichalkiewiczňÇ Linux Shadow SuiteęÛå ąŒáşťďĳęÑÞ update

1.2 ¸ [t˚ /Ű ,ù...

¸ [t˚ /Ű:ù anonymous FTP‚

sunsite.unc.edu

/pub/Linux/docs/HOWTO/Shadow-Password-HOWTO

ZŹ:

/pub/Linux/docs/HOWTO/other-formats/Shadow-Password-HOWTO{-html.tar,ps,dvi}.gz

Ć –œ6, ZŹ Linux Documentation Project Web Server <http://sunsite.unc.edu/mdw/

linux.html>õ `ľt, Shadow-Password-HOWTO <http://sunsite.unc.edu/linux/HOWTO/

Shadow-Password-HOWTO.html>, ZŹ #(¡mhjack@tscnet.com¿)Ć3 Ť? uú ¡ –ř. ¸ ,ù

newsgroup: comp.os.linux.answersĆ ĺ\ 3èýř.

¸ [tŹ Shadow-YYDDMM packageĆ jěýř.

1.3 Feedback.

#(MichaelH.Jackson$<$mhjack@tscnet.com{$>$})Ć3 qE ˚>, ^£Ï ,, CKú Ã4s§ ĘĹř. 4 ` ˙ý Ťăć ,ffiú Ńú¡À, ¸ [tõ ˙ý /ê AÃõ žL, ffiGú Ę£ !ú ¡ –ř. qE [C` – ú EÍĆŹ #Ć3 Ť? ;ľs§ ĘĹř. ů=ă8 4` newsgroupĆ »‹ ďĘ`Ş M§ :[¸ř.

C 2 < ů passwd fileú Â;b ăŹ`?

§Æ:œ£, ÂÙÛ˚ Linux ŢjÆffiù uüý Shadow Suiteõ jěăŞ MŹř. Slackware 2.3, Slackware

3.0, řô ffi NšŢ ŢjÆffi¸ Ťăăř. ¸ľ3 ăŹ ¸î| ă#Ź ÙŠ˚ Shadow Suite` ìú ŃL &

Ţjč EÍĆ Âć 9ȷĎ¸ <ÝăŞ M§ :[¸ř. LinuxŹ PÌă§ ‘ă3 j$(CD-ROM Ţj˛ď)ć ›, ŤĆ Âć È`£ ìú ŃŹ ,ú ťÌăŹ GNU˚ 9ȷĎ(CopyleftĘL ÝýÍ§ê ćř)õ PÌćř.

ŞŽ Shadow Suiteõ [ýăŹ MarekMichalkiewicz$<$marekm@i17linuxb.ists.pwr.wroc.pl{$>$}AŹ &Ţjõ ťÌăŹ BSD˚ 9ȷĎú 0òŹ 9ı£Ùâ source codeõ ŃUř. 0Ęt, ŞŽù 9ȷĎ [CŹ ľ@üqt, ¸óĆ #ąŹ ŢjÆĆŹ passwordĆ shadow` §Æœ£ PÌþ ¡ –ú ,¸ř. Ť:ńŞŹ ¿ ê SSSS£ zXľb ýř.

CD-ROMœ£Ùâ ŢjÆú zXřř8, üÀ ŢjÆ¸ Shadow Suiteõ zXăŞ MUÌĘê, CD-ROMĆt

Shadow Suiteõ ÙăŹ == fileffi¸ –ú ,¸ř.

qšfi, Shadow Suite 3.3.1, 3.3.1-2, shadow-mkŹ login programY suid rootõ 5Ź programĆ ÃK ť>¸ –L, Ì ¸\ 5Ş ˙Ib ćř.

?fi ŻÅć fileffiù anonymous FTP# WWWú `ľt uú ¡ –ř.

Shadow Suiteõ ŕŞ Mù Linux systemĆtŹ, passwordõ jěć PÌı AÃŹ /etc/passwdĆ Ã[üq

–ř. passwordŹ RÒÜüqt (encrypted) 9$ýř. ˇ‹ RÒą˚ ;[`Ć3 \Źř8, ŤŹ passwordŹ

encryptý Íé¸Ę§ ÃřŹ encodeý Íéœ£ üq –ř. ¸îŹ crypt(3)ú :Ìč :, textŹ null£ ăL

passwordõ key£ PÌă§ :[¸ĘL ćř. 0Ęt ¸ [tĆtŹ encodeý¸ĘŹ ˙ú 8 ,¸ř. (Ńıs

: P;ĆŹ encodeő encryptõ ›ù yœ£ PÌăL –ýęř. - RÒ£ Ęþ5ř - ĘŹ y«ęřˇ, RÒą ú ;Wăê ÛffiĆ3Ź ŇVSS` řõ ,›åęř. ¸Ć Âć Ã? ĘŃęř.)

passwordõ encodeăŹ Ú PÌüŹ algorithmù §Á:œ£Ź şŞş hash functionY ›ù Şłœ£ ^s

üL –ř. ¸ ,ù £Şşœ£Ź GSă§ ‘ă3 üq –Şˇ ŃŞşù ŊS¸ »Í *ffi3 üq –ř. PÌ ý algorithmĆ Âć ıČć z<ù section 2.4# crypt(3) manual pageĆ –ř.

PÌı` passwordõ xØă$# č¿Ńú :, passwordŹ salt(ŹŽ?)ĘL ÝýŹ Xȷæ£ fĄý ¯Y › ¸ encodeýř. ¸,ù qE passwordfiŞ 4096`Ş˚ řô Şłœ£ 9$þ ¡ –řĘŹ m§ř. salt ¯ù

encodeý passwordő ›¸ 9$ýř.

PÌı` loginăL passwordõ PÌă8, saltŹ encodeüq 9$ý passwordĆt 5ÅK #čř. Ťřü « şý passwordő salt` ›¸ encodeýř. ŤýL, encodeüq 9$ý passwordő üpćř. Ť @Y, t£ › ř8 PÌıŹ ‚Šýř.

XŮtă3 encodeý passwordõ èffľt ÙŠ˚ password£ üîýŹ ,ù GS\œ£Ź *ffiř(Ťă# Ý `ăăŞŹ Mř). Ťă#, :Ş Mù PÌı` PÌăŹ system¸Ę8, :qê == passwordŹ ‹\şq£ ¸ØqK –ř (ZŹ ^şć ž[¸ř).

system crackerffiŹ ¸ć ,ú NL, ıs 5¸Ź passwordffiY şq˚ P;Y `ăć 4096`Ş salt ¯ú PÌ

ľt encryptú śč ,¸ř. ŤřüĆ Ťffiù Ťffi˚ databaseĆ –Ź ¿ê˚ /etc/passwd file˚ encodeý

passwordő üpč ,¸ř. ‹ş ă#Ęê ‹Xćř8 Ťffiù Zřô GA˚ passwordõ `Ş3 üŹ Ğ¸ř.

¸Ź dictionary attack(P; W<?)¸Ę L ÝýÍL, systemĆ ť`üŞ Mù ?Žú uú : 5Ź `$ Ã‘ :‚ Şł| ă#¸ř.

f´ľÃĘ, 8[ıý password` 4096 * 13[ıŐ£ encodeýř. ŤýL, 400,000„˚ ‹Ł şq, ¸ö, pass-

word, c^˚ žÍffi£ ¸ØqŢ P;ù 4G Byte hardõ Ö3 ýÐ ,¸ř. W<ıffiù ¸ć [ê˚ ,¸ Ż

ÅăL, ”Ź Ş *Pľ Ç ŻÅ` –ř. ˇ‹ 10000 ţă¸ă£ ¸ć 4G byteăý hardõ `Ů ¡ –ř8, Â ÙÛ˚ system crackerffiĆ3Ź ?Ûăř.

Zć, cracker` ¿ê˚ /etc/passwd fileú ¸y `ŞL –ř8, Ťffiù /etc/passwd fileĆ jěüq –Ź

salt ¯ˇ `ŞL P;ú encodeă8 ýř. ¸ Şłù 200 Megabyte˚ W^Y 486Ż computerõ `ŞL –Ź

Ã` »Ź[¸8 ¸Ìč ¡ –ř.

îŞq ˘ù W^{¸, crack(1)Y ›ù utilityffiù /Źć ?Û& ˘ù PÌıõ ÝÃăL –Ź system˚

passwordõ 2„AêŹ ž ¡ –ř (user` ı§ ıê˚ passwordõ Lõ ¡ –Ź system¸ĘL ćř8).

/etc/passwd fileù user IDő group IDő ›ù ÂÙÛ˚ system programĆt 5Ź AÃõ `ŞL –ř. 3ř

` /etc/passwd fileù ”?~ ›§ `ă”œ£ +I –qb ćř. /etc/passwd fileú IXê ÃŞ Gă3 ă8, C‹ $9 ls -l <ž¸ ¸C user ¸öÂê user IDõ ;şăŹ ,ú Ã3 þ ,¸ř!

Shadow SuiteŹ passwordõřô file(Â„ /etc/shadow)ĆæXèÉœ£˚¸ [Cõ ľ@ćř. /etc/shadow

fileù qŮ Ăuê Ç ¡ {êÀ üq –ř. rootˇ¸ /etc/shadowõ Ç ¡ –L, 8 ¡ –ř. qE program

(xlock ›ù)ù passwordõ Ęœ ¡ –Ź Ďýõ ÙăŞ MŹř. passwordõ Ý‚č ¡ –œ8 ýř. ¸ć programffiù suid root£ ìśü$#, /etc/shadowõ ›§ˇ č ¡ –Ź shadow£ groupú Ęôq s8 ý

ř. Ťă8 programù sgid shadow£ ìśèÈ ¡ –ř.

passwordõ /etc/shadow file£ ę; yœ£˚, dictionary attackõ ă§ æľt encodeý passwordffiĆ ?Ű

ăŹ W<ıffiù îY:œ£ Şľč ¡ –ř.

8`:œ£ Shadow SuiteŹ =`Ş cõù §ăú Ì `ŞL –ř:

ffl login §ÆPĺ(/etc/login.defs)ffi¸ uüý configuration file

ffl user GA Ď groupú 8`, ¡A, QCăŹ utilityffi

ffl password˚ îî§^ zAY EYó DŹ

ffl GA Xîő ô@

ffl group passwordffi˚ shadow (xØPĺ)

ffl 2Ţ č¸õ `ŞŹ passwrd (16[ı password) (ĎăŞ Mü)

ffl user` passwordõ Lõ :, :<ć `C

ffl ;Ü?ŽÌ password ffl ÃS ‚Š program (ĎăŞ Mü)

Shadow Suiteõ zXăŹ ,ù X Ì ÃK¸ ˛Üý systemœ£ ˇffiq uř. Ťă#, Linux system˚ ÃK

ú ˛ÜèĹsŹ řô ˘ù ,ffi¸ –L, 0Ęt ĂŢ:œ£ řô ÃK êu# [ťý PKú řØŹ Linux

Security HOWTO series` fč ,¸ř.

NšŢ Dc>ú jěć Linux ÃK [CĆ Âć AÃõ uœš8 Linux Security home page <http://bach.

cis.temple.edu/linux/linux-security/>õ Ş[ă§ ĘĹř.

2. ů passwd fileú Â;b ăŹ`? 4

2.1 passwd fileú ùfă§õ s9ęęń?

řüY ›ù ÞEffiĆtŹ, Shadow Suite` ^ù ÂK¸ þ ¡ {ř:

ffl system¸ PÌı GAú `ŞL –Ş Mř.

ffl ¿ê˚ system¸ LANæĆt ÏŰüL –L, network\˚ řô §GĆ PÌı ¸öY passwordõ u§ æľt NIS(Network Information Services)õ PÌćř. (¸ ,ˇœ£ ffi ÏŰüL –L, - Ť ¸\ù¸ [t˚ ľæõ JŹř - ÃKú ŤřŞ ˘¸ ˛ÜèÅ§õ ÙăŞ MŹř.)

ffl ¿ê˚ §G` NFS(Network File System), NIS ZŹ řô Şłú `ľ PÌıõ Ý‚ă§ æć terminal

server£ PÌüL –ř.

ffl PÌıõ Ý‚ăŹ řô softwareõ PÌăL –L, 8 ¡ –Ź shadow version¸ {ř. ŤýL, source

codeê ‚L –Ş Mř.

2.2 /etc/passwd file˚ Íé

shadow˚ Čżõ ŃŞ Mù /etc/passwd fileù řüY ›¸ uĄüq –ř.

username:passwd:UID:GID:full_name:directory:shell

´ÅŹŹ:

username

PÌı (login) ¸ö

passwd

encodeý password

UID

Äı£ ý user ID

GID

Äı£ ý §Æ group ID

full name

user˚ ìC ¸ö - ìŞ£ ¸ fieldŹ GECOS (General Electric Comprehensive Operating System: ‹Ł

;ı: [ę ÏŰ –G?) fieldĘL ÝýÍ6, şŞ ìC ¸öÃřŹ řô AÃõ `Ů ¡ –ř. Shadow <žffiY manual pageŹ ¸ fieldõ comment£ řÚř.

directory

PÌı˚ home directory (Full pathname)

shell

PÌı˚ login shell (Full pathname) Žõ ffi8:

username:Npge08pfz4wuk:503:100:Full Name:/home/username:/bin/sh

2. ů passwd fileú Â;b ăŹ`? 5

NpŹ salt¸6, ge08pfz4wukŹ encodeý password¸ř. encodeý salt/passwordŹ kbeMVnZM0oL7I` þ ¡ê

–L, ˚ù ›ù passwordõ `ýÇř. ›ù passwordĆ Âľt 4096„˚ řô encoding¸ U&č ¡ –ř. (Ž õ fi passwordŹ ’password’¸6, \¿& #D password¸ř).

shadow suite` zXü8, /etc/passwd fileù řü˛ď Ę˙ř:

username:x:503:100:Full Name:/home/username:/bin/sh

~ěń field˚ xŹ IX ,ê Ięř. (W^ˇ òŞăL –ú <¸ř.) /etc/passwd file˚ Íéù ;Å Ę¯Ş MUř. şŞ encodeý passwordõ jěăŞ Mú <¸ř. ¸Ź /etc/passwd fileú ›§ˇ č < passwordõ *PăŞ Mù programù IX ¸\{¸ îI^řŹ ,ú ˚yćř. ¸C password` shadow file(ÂÙÛ /etc/shadow file)£ &ŢXýř.

2.3 shadow file˚ Íé

/etc/shadow fileù řüY ›ù AÃõ ‚L –ř:

     username:passwd:last:may:must:warn:expire:disable:reserved

´ ÅŹŹ:

username

PÌı ¸ö

passwd

encodeý password

last

/Ű˚ passwordõ Ęö ( (1970, 1, 1‹Ùâ GSć (¡)

may

passwordõ Ęö řü, Z Ęô§ æľ §řýŹ (¡ (řü password£˚ žE îŽ§^)

must

řü password£ Ęœqb č :ńŞ˚ §^ (Ç password îî§^)

warn

password` ˇÒü§ ;Ć userĆ3 Ęœ ,ú ELăŹ §^

expire

password` ˇÒý ›, user GA PÌ¸ Ý`ăă§ńŞ §^

disable

GA¸ PÌ Ý`ăă3 ý ((1970, 1, 1‹Ùâ GSć (¡)

reserved

+;ˇ ;˚ ŽC EÍ řüY ›ř:

username:Npge08pfz4wuk:9479:0:10000::::

2.4 crypt(3)Ć Âľt.

crypt(3) manual W¸ŞĆ ˚ă8:

"cryptŹ passwordõ encryptăŹ ě¡¸ř. ¸Ź Data Encryption Standard algorithmõ §Łœ£, (X|Ã

ř) keyõ üŹ §G:‚ Şł¸ ¸Ìü§ *ffiêÀ c^˚ žÍ¸ `ľK –ř. keyŹ PÌı` «şć password¸ř. [encodeüŹ stringú ;Ù NULL¸ř.]

saltù [a-zA-Z0-9./]£ ¸ØqŢ Žęœ£Ùâ Lô ~[ı£ ¸ØqŢ [ıŐ¸ř. ¸ [ıŐù 4096„ EÍ

|˚ ă#£ algorithm¸ ÔĹSSě3 Ã¸šŹ @:œ£ 5‚ř.

key˚ ´ [ı˚ ăæ 7 bitú Děœ£˚, 56-bit key` sqŢř. ¸ 56-bit keyŹ ‹Ać [ıŐú, ŁÄľt

encryptăŹ Ú 5‚ř. @YŹ 13„ ASCII [ıŐ£, encryptý passwordõ `ýÇř (˛ü ~„ [ıŹ salt

Ť ıê¸ř). @Y¯ù »ě Ò;þ :˝ř řè 5¸Ź LAý dataõ `ýÇř.

EL: key spaceŹ 2**56, Ň 7.2e16 `ăć ¯œ£ ¸ØqK –ř. key spaceõ ]]¸ ›ŞŹ ,ù $Âć £ ţ computerõ PÌă8 `ăč ,¸ř. crack(1)ő ›ù, ÂÙÛ˚ PŁffi¸ password£ XŹ key space˚ "A ÙÛú üŹ software` –ř. 0Ęt, /Źć passwordõ xØč :, ıs 5¸Ź şq# ¸öù Ÿă§ ĘĹř. passwd programú PÌăŁ, ü§ ÑÏ passwordõ xØăŹ Ş *Pă§õ ĘĹř.

DES algorithm, Ť ı–Ź `— crypt(3) interfaceõ PÌăŹ ,¸ řô password ‚Šú æć qE ,Ãř

Ì #D xØœ£ ˇffiq čýŹ Eş¸ –ř. ÃK ˛Üõ æľt crypt(3)õ PÌăšL ćř8, DESˇ P ÌăŞ ˝Ę: encryptionĆ Âć ^ù þY Gý 5¸Ź DES libraryffiú uăĘ."

(Ńıs : Ù[ù The DES algorithm itself has a few quirks which make the use of the crypt(3) interface

a very poor choice for anything other than password authentication. If you are planning on using the

crypt(3) interface for a cryptography project, don’t do it: get a good book on encryption and one of the

widely available DES libraries." «ęř. Ť|Ćt don’t do it: get ...ÙÛ¸ »Í Y»ęęř. it¸ Xv `ý

ÅŹ &Ş <ÝăŞ Måęř. ‹ş, get ...ú ĎîăŹ ,œ£ 8QăL ěŃú řŹ Ú...) ÂÙÛ Shadow Suiteffiù password˚ č¸õ 16[ı£ Ž¸Ź codeõ jěćř. des˚ ;[`ffiù ¸õ Ďă ŞŹ MŹř. ů=ă8 ;ŁÙõ encodingć ›, ą password˚ óŁÙõ encodingăŹ ş£ć Şł¸§ :[ ¸ř. crypt˚ ŞéÂ£Ę8, ą passwordõ PÌăŞ MŹ ,Ãř Ì Dcć passwordõ ˇffi ¡ –ř. ÌÍ §, PÌı` 16[ı# üŹ passwordõ §ră§ *ffiřŹ Q8ê –ř.

crypt ŞłY ÒÞĄú Şę8t, ą passwordõ ŞÙăL Ì ˛Üý ‚Š("&, MD5 algorithm)ú č ¡ –

Ź Şł¸ Ŋu|¸ř.

encryptionĆ Âć þœ£ řüú Ďćř:

"Applied Cryptography: Protocols, Algorithms, and Source Code in C"
by Bruce Schneier <schneier@chinet.com>
ISBN: 0-471-59756-2

C 3 < Shadow Suite u§.

3.1 LinuxÌ Shadow Suite˚ ŃP

¸ SECTIONĆt Ź„ăŹ PACKAGEõ PÌăŞ ˙Ę. [C>¸ Ň>ü}ř /#£ Shadow Suiteõ ˇfi PŁù John F. Haugh II¸ř.

Linux systemĆt PÌüŹ ,œ£Ź řüY ›ù ,ffi¸ –ř.

ffl shadow-3.3.1` ÙÆ¸ř.

ffl shadow-3.3.1-2Ź FlorianLaRoche$<$flla@stud.uni-sb.de{$>$}AĆ˚ľt LinuxĆ ”3 LflP

L, X Ì #IŢ ,¸ –ř.

ffl shadow-mkŹ LinuxĆ ”8q uĄüq –ř.

shadow-mk packageŹ shadow-3.3.1-2 patch` :Ìý, John F. Haugh IIAĆ ˚ľ Ţjý shadow-3.3.1

packageõ jěăL –ř. $§Ć X Ì zX` Ö3 MohanKokal$<$magnus@texas.net{$>$}AÍt SŽ L

XL, Joseph R.M. ZbiciakAÍt /bin/login˚ -f, -h ÃK u*ú C$ć login1.c (login.secure)` Ö ä ŁŞL, == řô !řć patch` :Ìüq –ř.

shadow.mk packageŹ Ç& login programĆ ÃK\ ť>` –q Sˇ^ Â–þ ,¸ř.

Shadow 3.3.1, 3.3.1-2, shadow-mkŹ login programĆ ÃK\ ť>¸ –ř. ¸ login bugŹ login name˚ č

¸õ *PăŞ MŹ ,ú jěăL –ř. ¸ ,ù ?î ZŹ Ì #D ,ú îŇèÅŹ buffer overflowõ Ňf èÇř. ¸ buffer overflow`, ¸ bugő ěÍ shared libraryõ PÌăŹ systemĆt qE PÌıĆ3 root Ď ćú uřŹ Ź[¸ –q ţř. #Ź qN3 ¸ć ‹¸ `ăćŞ u–:œ£ $ÁăŞ M9ř. Ť ¸îŹ¸ ć (bug` –Ź) Shadow Suiteõ zXľt Ÿľõ «ú ¡ –Ź Linux system¸ ˘L, Shadow Suite¸ {Ź

ELF-¸; Ţj:Ć3ê æźă§ :[¸ř.

¸ [Cő řô Linux ÃK[ť [CĆ Âľ Ì ıČ& NL òř8, Linux Security home page (Shared

Libraries and login Program Vulnerability) <http://bach.cis.temple.edu/linux/linux-security/

Linux-Security-FAQ/Linux-telnetd.html>õ œSăĘ.

3.2 q%t Shadow Suiteõ uåęń?

Ďčˇć Shadow SuiteùIŤ BETA testing|¸ř. qšfi/Ű version¸K;ă6, Dcć login programú jěăŞ MŹř.

packageŹ řüY ›ù <<ŚYú ‚Źř:

     shadow-YYMMDD.tar.gz

YYMMDDŹ Suite` Ňvý (ă¸ř.

¸ versionù Beta testing¸ ȷ#8, @v Version 3.3.3 ¸ þ,¸L, MarekMichalkiewicz$<$marekm@

i17linuxb.ists.pwr.wroc.pl{$>$}Ć ˚ľt îŞÃ¡ üL –ř. shadow-current.tar.gz <ftp://
i17linuxb.ists.pwr.wroc.pl/pub/linux/shadow/shadow-current.tar.gz>Ćt uú ¡ –ř.

Zć, řüĆ #ąŹ mirror siteffiĆt uú ¡ –ř:

ffl ftp://ftp.icm.edu.pl/pub/Linux/shadow/shadow-current.tar.gz

ffl ftp://iguana.hut.fi/pub/linux/shadow/shadow-current.tar.gz

ffl ftp://ftp.cin.net/usr/ggallag/shadow/shadow-current.tar.gz

ffl ftp://ftp.netural.com/pub/linux/shadow/shadow-current.tar.gz

Ç& #ő–Ź versionú PÌă§ ĘĹř.

shadow-960129Ãř ¸;Ć #č versionú 5Ş ˙§ ĘĹř: XĆt f˚ć login ÃK ť>¸ –ř.

¸ [tĆt Shadow SuiteĘL ˙ăŹ ,ù ¸ versionú `ýÇř. Zć, ¿ê¸ PÌăL –Ź packageĘL `Aćř.

œL:œ£, zX K4tõ ȷĄăŹ Ú, shadow-960129õ PÌřř.

¸;Ć shadow-mkõ PÌřř8, ¸ versionœ£ upgradeõ ăL, ¸;Ć compileřÏ ,ú řè ă§ ĘĹř.

3.3 Shadow SuiteĆŹ g` –Ź ,›ù Ú...

Shadow SuiteŹ řü program˚ Â–Ąú `ŞL –ř:

su, login, passwd, newgrp, chfn, chsh, id

Zć, ^£Ï programffiê –ř:

chage, newusers, dpasswd, gpasswd, useradd, userdel, usermod, groupadd, groupdel,
groupmod, groups, pwck, grpck, lastlog, pwconv, pwunconv

ÖäŁ, library: libshadow.a` PÌı passwordĆ ?ŰăŹ programú ȷĄă$# compileă§ æľ jě üq –ř.

Zć, programffiú æć manual pageê –ř.

/etc/login.defs£ zXüŹ login program˚ zA fileê –ř.

C 4 < programffi �ffi§.

4.1 S9-§.

packageõ Ńú › ˛ü č ‹ù -q CXŹ ,¸ř. packageŹ gzipœ£ X9ý tar (tape archive) Íéœ£

üq –œt£, /usr/src£ ęą ›:

tar -xzvf shadow-current.tar.gz

Ťă8, /usr/src/shadown-YYMMDDĘŹ directoryĆ -` ,¸ř.

4.2 config.h fileú `ŞL zAęęř.

„ń, MakefileY config.hõ ÄPćř:

cd /usr/src/shadow-YYMMDD

cp Makefile.linux Makefile

cp config.h.linux config.h

ŤýL config.hõ ÃĘ. ¸ fileù == zA PĺĆ Âć A˚õ žL –ř. ˇ‹ ĎLć packageõ `ŞL – ř8, ‹ş group shadow ŞÙú PÌăŞ MêÀ ă§õ Ďćř.

§Æœ£, shadowý group passwordffiúPÌč¡ –ř. ¸õĘô§æľt config.h˚ #define SHADOWGRP õ #undef SHADOWGRP£ Ęöř. #Ź Ťffiú PÌăŞ ML èȷč ,ú Ùćř. #|Ć <ì& group pass-

wordő group [ýıõ Ùćř8, řè PÌ`ăăêÀ ć › &compileă8 ýř. ˇ‹ PÌ`ăœ£ +;˝

ř8, Łȷè /etc/gshadow fileú ˇffiqb ćř. ą password PÌú ăŹ ,ù XĆt m§ćÂ£ ĎăŞ MŹř.

#undef AUTOSHADOWĘL ć ,ú ĘôŞ ˙Ę.

AUTOSHADOW xØPĺù shadowõ XèăŹ programffi¸ GŽ ȷôăêÀ ăšŹ @:œ£ uüý ,¸}ř.

¸ ¸b§Ź ¸Á\œ£Ź cõŞˇ, CÂ£ §ăăŞ MŹř. ¸ optionú ťÌăL root£˚ programú ì śèÅ8, Ť iù getpwnam()õ rootĎćœ£ ÙòL, óĆ /etc/passwd fileĆ ¡Aý 4Ìú řè 53 ý ř (Ì¸\ shadowüŞ Mù ý£). Ťć programĆŹ chfnY chsh` –ř. (getpwnam()õ Ò;ă§ ;Ć, ì C uidő îî uidõ Ęöřľê ¸õ çŸč ¡ {ř. ů=ă8 rootê chfnY chshõ PÌč ,¸§:[¸ř. (Ńıs: ?ÒăPÅ. system programmingĆ [ć 4Ì›Ź Ú... IèŹ Û˚ z< ĘŃęř.))

libcõ ˇffi :ê ›ù EÍ` –ř. SHADOW COMPAT option¸ Ť ,¸ř. Ť ,ù 58 K ýř! /etc/passwd£

Ùâ encodeý passwordõ u§ èȷćřŹ ,¸ [Cř.

ŞŽ PÌăL –Ź libc version¸ 4.6.27¸;¸Ę8, config.hő MakefileúL\ ,¸ Ì –ř. config.hĆ t Ęœ ,ù:

#define HAVE_BASENAME

ú

#undef HAVE_BASENAME

œ£. ŤýL MakefileĆtŹ:

SOBJS = smain.o env.o entry.o susetup.o shell.o \
        sub.o mail.o motd.o sulog.o age.o tz.o hushed.o

SSRCS = smain.c env.c entry.c setup.c shell.c \
        pwent.c sub.c mail.c motd.c sulog.c shadow.c age.c pwpack.c rad64.c \
        tz.c hushed.c

ú

SOBJS = smain.o env.o entry.o susetup.o shell.o \
        sub.o mail.o motd.o sulog.o age.o tz.o hushed.o basename.o

SSRCS = smain.c env.c entry.c setup.c shell.c \
        pwent.c sub.c mail.c motd.c sulog.c shadow.c age.c pwpack.c rad64.c \
        tz.c hushed.c basename.c

œ£. ¸ L^ù libc 4.6.27¸# Ť ¸óĆ jěý basename.cĆ –Ź codeõ Öä‚ř.

4.3 Ù program˚ backup copyffiú ˇfiř.

shadow suite` Â–èÈ programffiú 8:ľt backupú ˇȷŹ ,ê ^ù f´¸ř. Slackware 3.0ĆŹ ř

üY ›ř:

ffl /bin/su

ffl /bin/login

ffl /usr/bin/passwd

ffl /usr/bin/newgrp

ffl /usr/bin/chfn

ffl /usr/bin/chsh

ffl /usr/bin/id

BETA packageŹ MakefileĆ backupú ˇffi @À¸ –Şˇ, řô Ţj:Ćt řô æXĆ nŁ –ú ¡ –§

Ć z<œ£ ˛ýüq –ř.

Zć /etc/passwd fileú backupŃ§õ ĘĹř. Ťă#, ›ù directoryĆ ˇffi :, passwd <žœ£ Ùq 5Ş GăêÀ, ¸öú Ač : SîľĘ.

4.4 makeõ ìś

$˚ ÂÙÛ˚ zXYAĆt ¿ê¸ root Ďćú Şľ ŻÅ` –ř.

packageõ compileă§ æľ makeú ìśèÇř:

make all

řüY ›ù EL[` #ąŹ EÍ` –ř: rcsid defined but not used (rcsidąť ŋÍòňÇď£ňÿ ňÝñŋÈğÉá łťňÕòď£ŋÈ ňÉãłÛîčÈďť). cõř, ¸ & 9ı` version control packageõ PÌă§Ć #ąŹ ,¸ř.

C 5 < zX

5.1 ‹¸ ffiGúq ¨ EÍõ Âüľt boot diskõ uüęèř.

g` ffiGüq ^ř8, boot diskõ uüľb þ ,¸ř. zXè boot/root diskõ PÌřř8, Ť (£ ?Û ăř. ŤľŞ Mř8, Bootdisk-HOWTO <http://sunsite.unc.edu/mdw/HOWTO/Bootdisk-HOWTO.html>Ć

booting`ăć diskõ ˇȷŹ ł¸ :Å–œę œSăĘ.

5.2 |Äý man pageffiú C$ă§

Zć, Â–þ manual pageffiú ę§č ĘĹř. îŞq backup{¸ Shadow Suiteõ zXč Aê£ X?čŞÌ Ęê, Ł;& § manual pageffiù C$ă§õ Ùč ,¸ř. Â„ § manual page` S9üq Ã[üq –œt £, ^ ,ffiù ¸; ,Ć Ùq5Ş Gč ¡ –ř.

C$ ZŹ ęč ŻÅ` –Ź manual pageõ ü§ æľ man -aW command# locate commandõ PÌč ¡ – ř. make installú ìśèÅ§ ;Ć Ťć éœ£ § pageffiú üŹ ,¸ ‹Ł:œ£ Ì Öř.

Slackware 3.0 Ţj:ú PÌćř8, C$ľb č man pageffiù:

ffl /usr/man/man1/chfn.1.gz ffl /usr/man/man1/chsh.1.gz ffl /usr/man/man1/id.1.gz ffl /usr/man/man1/login.1.gz ffl /usr/man/man1/passwd.1.gz ffl /usr/man/man1/su.1.gz ffl /usr/man/man5/passwd.5.gz

Z, /var/man/cat[1-9]˚ subdirectoryĆ QCľb č ,Y ›ù ¸öú Şĺ iffi¸ –ř.

5.3 make installú ìś

¸C uü` ȷ.ř: (root£t ¸ ‹ú ęèř)

make install

5. zX 11

¸ ‹ù ^ ,ú ŕ$#, § ,Y Â–ă6 file permissionú LZř. Z, man pageê zXćř. ŤýL, /usr/include/shadowĆ Shadow SuiteĆ –Ź include fileú zXľuř.

BETA packageõ 7ř8, Ť? login.defsõ /etcĆ ÄPăL, rootˇ¸ ¸õ Ęœ ¡ –êÀ ľsqb ćř.

cp login.defs /etc
chmod 700 /etc/login.defs

¸ fileù login program˚ zA file¸ř. 4Ìú řè ÃL, ¿ê˚ systemĆ ”3 LX§ ĘĹř. ¸,ù root£

loginč ¡ –Ź ttyõ @AăL, řô ÃK [ť settingú @Aćř(password DŹĆ Âć §Æ¯›ù).

5.4 pwconv ìś

řü ‹ù pwconvõ ìśèÅŹ ,¸ř. Łȷè root£t ¸ ‹ú ľb þ <ˇ IęĘ, /etc directoryĆt ă 8 Ž\“Üř:

     cd /etc
     /usr/sbin/pwconv

pwconvŹ /etc/passwdő Ť KĆt == fieldú `Kő řü ~ fileú ˇfiř: /etc/npasswd ő
/etc/nshadow.
pwunconv programù /etc/passwdő /etc/shadow£Ùâ eľć /etc/passwd fileú ˇffi EÍĆ Âüľ s

qŢř.

5.5 npasswdő nshadow˚ ¸öú Ęöř.

¸C pwconvõ ìśèĹt /etc/npasswdő /etc/nshadowõ u}ř. ¸ ,ffiú /etc/passwdő

/etc/shadow£ Ùq8 ŻÅ` –ř. ÍýŹ Ù /etc/passwdõ backupú Ń§õ ÙăL, rootˇ ›ú ¡ –3

ćř. ŤýL backupú root˚ home directory£ ęąř:

cd /etc
cp passwd ~passwd
chmod 600 ~passwd
mv npasswd passwd
mv nshadow shadow

file˚ Źîő permissionĆ [ć ,ú AÝă3 ľĘ. X-Windowsõ 8 f´¸Ę8, xlockő xdm programù

shadow fileú ›ú ¡ –3 ćř (5Ź ,ù ˙L).

¸ ‹ú `ăă3 ăŹ Şłù ~`Şř. xlockĆ suid rootõ zAľ v ¡ –ř(xdm` root˚ Ďćœ£ ìś þ ¡ –ř). ZŹ shadow fileú shadow group˚ root` Źîć ,œ£ ˇȷŹ ,¸ř. Ťă# ~ ěń CKú ă§ ;Ć shadow group(/etc/groupõ ÃĘ)¸ –Ź Ş Ýì& ľĘ. Ç& system˚ qE PÌıê shadow

groupĆ Žľ–œ8 Kýř.

chown root.root passwd
chown root.shadow shadow
chmod 0644 passwd
chmod 0640 shadow

¸C systemú shadowý password fileú `Ş3 ü}ř. řô `\ terminalú zÍL, loginč ¡ –Ź Ş > *ăŹ ,¸ ^ú ,¸ř. ŞŽ ľĘ!

K ú8, g` ffiGý$ř! shadowüŞ Mù \Œ£ îI`§ æľt řü˛ď ćř:

cd /etc
cp ~passwd passwd
chmod 644 passwd

ŤýL #t, ¸;Ć –Ï $Ź£ ?fi fileú üîš nIb č ,¸ř.

C 6 < patchă$# upgradeč ŻÅ` –Ź řô programffi

password£ ?Űú ŻÅ£ ăŹ ÂÙÛ programffi˚ ÂXĄ¸ shadow suiteĆ jěüq –řL ľê, ÂÙÛ systemĆt password ?Űú ŻÅ£ ăŹ řô programffi¸ –ř.

Debian Ţj:ú 5L –ř8 (ZŹ 5L –Ş MÌĘê), ftp://ftp.debian.org/debian/stable/source/£Ùâ

řè ˇffiqb þ programffi˚ Debian sourceõ uú ¡ –ř.

¸ section˚ #"Ş ÙÛù adduser, wu ftpd, ftpd, pop3d, xlock, xdm, sudo›ù programffi¸ shadow

suiteõ ŞÙăêÀ upgradeăŹ łĆ Âľ řØL –ř.

shadow suiteĆ Âć ŞÙú qN3 programĆ OŹ`ăŹ [CŹ section ?? (C programĆ Shadowõ ŞÙă

êÀ Öä¸§)õ ÃĘ (ŤýL#t program¸ shadow fileú ?Űč ¡ –êÀ SUID root# SGID shadow£ ìśľb üŞˇ)

6.1 Slackware adduser program

Slackware Ţj:( řô ,ffi|Ćtê)ù /sbin/adduserĘL ÝýÍŹ PÌıõ 8`č : 5Ź ÂÜé programú jěăL –ř. ¸ program˚ shadow versionù ftp://sunsite.unc.edu/pub/Linux/system/

Admin/accounts/adduser.shadow-1.4.tar.gzĆt uč ¡ –ř.

#Ź slackware˚ adduserÂêĆ Shadow SuiteĆ –Ź programffi (useradd, usermod, userdel)ú PÌč ,ú Ďćř. Ťffiú ˛&Ź Ú řŹ è^¸ (ýŞˇ, Ťˇć ¯qXõ ćř. ů=ă8 ¿êù XÌ ıČ&

controlč ¡ –L, /etc/passwdő /etc/shadowĆ N”ù file lockingú śľs§ :[¸ř (adduserŹ Ię ř). [ Ì ıČć ( NL òœ8 7(Shadow Suite PÌă§)õ œSăêÀ. ăŞˇ, `ŞL –ř8 řü˛ď ľĘ:

tar -xzvf adduser.shadow-1.4.tar.gz
cd adduser
make clean
make adduser
chmod 700 adduser
cp adduser /sbin

6.2 The wu ftpd Server

ÂÙÛ Linux systemù wu ftpd serverõ 5L –ř. Ţj:œ£Ùâ shadowõ zXăŞ MUř8, ¿ê˚

wu ftpdŹ shadow ŞÙú ăêÀ compileüŞ MUř. wu ftpdŹ root process£˚ ìśüŹ inetd/tcpd£

Ùâ èȷýř. IŤê )ù wu ftpd deamonú 5L –ř8, Ť iù root GAú æŒÄ3 ăŹ bugõ Şę L –§Ć XS& upgradeõ ľb ýř (Linux security home page <http://bach.cis.temple.edu/linux/

linux-security/Linux-Security-FAQ/Linux-wu.ftpd-2.4-Update.html>õ œS).

řś& source codeõ `Kő shadow` `ăăêÀ &compileă§ˇ ă8 ýř.

5L –Ź ,¸ ELF system¸ IęĘ8, wu ftp serverŹ sunsite˚ wu-ftp-2.4-fixed.tar.gz <ftp://sunsite.

unc.edu/pub/Linux/system/Network/file-transfer/wu-ftpd-2.4-fixed.tar.gz>õ 58 ýř.

6. patchă$# upgradeč ŻÅ` –Ź řô programffi 13

‹ş `Kőt /usr/srcĆ nù ›:

cd /usr/src
tar -xzvf wu-ftpd-2.4-fixed.tar.gz
cd wu-ftpd-2.4-fixed
cp ./src/config/config.lnx.shadow ./src/config/config.lnx

Ťćřü ./src/makefiles/Makefile.lnxú ¡Aćř:

LIBES = -lbsd -support

õ:

LIBES = -lbsd -support -lshadow

œ£. ¸C scriptõ ˇffiL zXă§ æć uü` ȷ.ř:

cd /usr/src/wu-ftpd-2.4-fixed
/usr/src/wu-ftp-2.4.fixed/build lnx
cp /usr/sbin/wu.ftpd /usr/sbin/wu.ftpd.old
cp ./bin/ftpd /usr/sbin/wu.ftpd

¸Ź Linux shadow zA fileú PÌľt compileăL serverõ zXćř. 4 Slackware 2.3 systemĆtŹ buildõ ìśèÅ§ ;Ć řüY ›ù ‹ú ľb řř:

cd /usr/include/netinet
ln -s in_systm.h in_system.h
cd -

ELF systemĆt¸ packageõ compileăŹÚ =`Ş [C>ffi¸ÃLü}Şˇ, řü release˚ Beta versionĆ

tŹ ffi ýř. Ť,ù wu-ftp-2.4.2-beta-10.tar.gz <ftp://tscnet.com/pub/linux/network/ftp/wu-ftpd-2.

4.2-beta-10.tar.gz>¸ř.

‹ş `Kőt /usr/srcĆ nù ›:

cd /usr/src
tar -xzvf wu-ftpd-2.4.2-beta-9.tar.gz
cd wu-ftpd-beta-9
cd ./src/config

Ťć › config.lnxõ ¡Aćř:

#undef SHADOW.PASSWORD

ú:

#define SHADOW.PASSWORD

œ£. ŤýL

     cd ../Makefiles

Makefile.lnxõ ¡Aćř:

LIBES = -lsupport -lbsd # -lshadow

õ:

LIBES = -lsupport -lbsd -lshadow

œ£. ˝Ş˚œ£ ˇffiL zX:

cd ..
build lnx
cp /usr/sbin/wu.ftpd /usr/sbin/wu.ftpd.old
cp ./bin/ftpd /usr/sbin/wu.ftpd

¿ê˚ wu.ftpd server` ìC£ q% –Ź Ş Ý‚ă§ æľ /etc/inetd.confõ >*ľ ÃĘ. qE Ţj:Ć tŹ server deamonú řô $ŹĆ ~L, "& wu.ftpdŹ řô ¸öú ăL –řŹ ˙¸ –ř.

6.3 vu ftpd

vu ftpd serverõ 5L –ř8 wu ftpd serverõ 5êÀ Ďćř. æĆt m§ć bug¡ĆŹ ‹Ł:œ£ Ì K ;ć ,œ£ NšK –ř.

vuú GŽ L¡ă$# NIS ú ŞÙč ŻÅ` –ř8, SunsiteĆ ftpd-shadow-nis.tgz <ftp://sunsite.unc.

edu/pub/Linux/system/Network/file-transfer/ftpd-shadow-nis.tgz>` –ř.

6.4 pop3d (Post Office Protocol 3)

POP3 ` ŻÅă8, pop3d programú &compileľb ćř. pop3dŹ root Ďćœ£ inetd/tcpdĆ ˚ľ ìś ýř. SunsiteĆ ~`Ş version¸ –ř: pop3d-1.00.4.linux.shadow.tar.gz <ftp://sunsite.unc.edu/pub/Linux/

system/Mail/pop/pop3d-1.00.4.linux.shadow.tar.gz> ő pop3d+shadow+elf.tar.gz <ftp://sunsite.
unc.edu/pub/Linux/system/Mail/pop/pop3d+shadow+elf.tar.gz>

˚ ř zXńŞ ¡Úă3 Ţśýř.

6.5 xlock

shadow suiteõ zXăL, X Windows SystemY upgradeăŞ ML xlockœ£ screenĆ lockú &ř8,

Ctrl-Atl-Fxõ Ďă řô tty£ loginć › xlock processõ tŁ č ,¸ %´{ř (ZŹ Ctrl-Alt-BS£

X serverõ t¸Ï`). řś& xlock programú upgradeăŹ ,ù Öř.

XFree86 3.x.xõ 5L –ř8, I˝ê xlockmore (lock§ăĆ öñć screen-saverńŞ –Ź)õ 5L –ú ,

¸ř. ¸ packageŹ shadowő ěÍ &compileč ¡ –êÀ üq –ř. )ù xlockõ 5L –ř8, ¸ (£

upgradeăêÀ Ďćř.

xlockmore-3.7.tgzŹ <ftp://sunsite.unc.edu/pub/Linux/X11/xutils/screensavers/xlockmore-3.
7.tgz> Ć –ř.

Â„, ¸3 uyĆ 1 ”ú ,¸ř.

xlockmore-3.7.tgzú uć řü, /usr/srcĆ }ř:

     tar -xzvf xlockmore-3.7.tgz

/usr/X11R6/lib/X11/config/linux.cf file˚ řü lineú Ęô8 ýř:

6. patchă$# upgradeč ŻÅ` –Ź řô programffi 15

#define HasShadowPasswd NO

ęÛå ďťňÛíŕÿęÍí

#define HasShadowPasswd YES

ŤýL #t ìś fileú ˇffiı:

cd /usr/src/xlockmore
xmkmf
make depend
make

˝Ş˚œ£ ?~ CıýĆ, Ęô permissionú Şę3 ă8 ȷ¸ř:

cp xlock /usr/X11R6/bin/
cp XLock /var/X11R6/lib/app-defaults/
chown root.shadow /usr/X11R6/bin/xlock
chmod 2755 /usr/X11R6/bin/xlock
chown root.shadow /etc/shadow
chmod 640 /etc/shadow

¸C xlockù ffi îI¨ ,¸ř.

6.6 xdm

xdmŹ X-Windows\Ćt˚ login screenú ÃŁuř. qE systemù "A level£ `êÀ ŞAă8 xdmú èô

èÇř(/etc/inittabõ ÃêÀ).

Shadow Suite` zXü8 xdmê updateþ ŻÅ` –ř. ¸Ź »Í Öř.

xdm.tar.gzŹ <ftp://sunsite.unc.edu/pub/Linux/X11/xutils/xdm.tar.gz>Ć –ř.
xdm.tar.gzõ uć řü, /usr/srcĆt }ř:

     tar -xzvf xdm.tar.gz

/usr/X11R6/lib/X11/config/linux.cfĆt řü lineú LZř:

     #define HasShadowPasswd NO

ęÛå ďťňÛíŕÿęÍí

#define HasShadowPasswd YES

ŤýL #t ìś fileú ˇffiı:

cd /usr/src/xdm
xmkmf
make depend
make

?fi ( Cıý£...:

     cp xdm /usr/X11R6/bin/

xdmù root Ďćœ£ ìśü§Ć permissionú Ęœ ŻÅŹ {ř.

7. Shadow Suite PÌă§ 16

6.7 sudo

sudoŹ èSSð [ýı` PÌı£ ăŁŽ A\:œ£ root Ďćú `ŞL programffiú ìśč ¡ –3 ăê

À ťÌľuř. ¸ ,ù driveõ mountăŹ ,Y ›ù ‹ú PÌı` č ¡ –êÀ ťÌěœ£˚, system [ý ı` root GAœ£ ?Žč ŻÅõ rCč ¡ –řŹ 8Ćt ^‘ăř.

sudoŹìśþ : PÌı passwordõÝ‚ă§ :[Ć passwordõ›ú ŻÅ` –ř. sudoŹ ¸y SUID root\

Œ£ ôȷü§Ć /etc/shadow fileĆ ?ŰăŹ Ú [CŹ {ř.

shadow suiteĆ ”Ź sudoŹ <ftp://sunsite.unc.edu/pub/Linux/system/Admin/sudo-1.2-shadow.

tgz>Ć –ř.

EL: sudoõ zXč :, §U˚ /etc/sudoersŹ §Æ zAœ£ Â–ýř. Ťăt£ §Æ zA¸¡˚ ,ú 5 L –ř8 backupú ă§ ĘĹř (ZŹ, MakefileĆt §Æ zA fileú /etc£ ÄPăêÀ ŞèăŹ lineú C $ă8 ýř).

¸ packageŹ ¸y shadowõ 8 ¡ –3 zAüq –œt£, &compileă§ˇ ă8 ýř (/usr/srcĆ OL):

cd /usr/src
tar -xzvf sudo-1.2-shadow.tgz
cd sudo-1.2-shadow
make all
make install

Óè ¸ ‹ú ľ6 PŁ¸ –œ8 43 E-mailú Ã4§ ĘĹř. Ťă8 #Ź ¸ VĆ ľ@łú jěèÅ9ř.

6.8 pppd (Point-to-Point Protocol Server)

pppd serverŹ Łă`Ş Şéœ£ ‚Šč ¡ –3 zAč ¡ –ř: Password Authentication Protocol (PAP)ő Cryptographic Handshake Authentication Protocol (CHAP). Â„ pppd serverŹ

/etc/ppp/chap-secretső/ZŹ /etc/ppp/pap-secretsĆ –Ź passwordõ ›Źř. ¸ć éœ£ pppdõ

7ř8, pppdõ řè zXč ŻÅ` {ř. (Ńıs: pppÌ passwordõ 0£ ˝řŹ y‚ "...)

pppdŹ login parameterõ PÌč ¡ –ř (command line¸&, option file¸# zAú `ľt&). login option¸ sqŞ8, pppdŹ PAPõ æľ /etc/passwdĆ –Ź usernameY passwordõ PÌč ,¸ř. ]Á¸

EÍĆ shadowý password fileù 8?{ř. pppd-1.2.1dĆt shadowõ ŞÙăêÀ codeõ ÖäŁb ýř. řü sectionĆt pppd-1.2.1dĆ shadowõ ŞÙăêÀ ăŹ Žõ Ã‹ ,¸ř (pppd˚ § version).

pppd-2.2.0Ź ¸y shadow` ŞÙýř.

C 7 < Shadow Suite PÌă§

¸ sectionù systemĆ Shadow Suiteú ŕL #t NL òù == sCõ řÚř. Ì ıČć ,ù ´ <ž˚

manual pageõ œSă§ ĘĹř.

7.1 PÌıGA 8`, ¡A, QC

Shadow SuiteŹ PÌı GAú [ýăŹ, řüY ›ù <žffiú 8`řř. ¸y adduser programù Ť;Ć

zXüq –}ú ,¸ř.