APACHE SECURED BY SSL

Apache-SSL

Team A.L. Digital & Apache-SSL Feburary 5, 2000

SÂÇ, cool@hansaram.sarang.net v0.3 2000[ 2Ú 20‹

ff [tŹ https://www.apache-ssl.org/ � 4Ìú ěŃ(?) ć ,´ęř. @ À C 1 < Main Features 2

C 2 < Apache-SSL¸Ĺ? 2

C 3 < řÏ£ȷ 2

C 4 < ŻÅć ,ù? 3

C 5 < /êœ£ îŞă§ 3

C 6 < ğł !§ő CX 3

C 7 < \z: ŞÙ 3

C 8 < ;ı Š< 4

C 9 < PGP Å(key) 4

C 10 < FAQ 4 10.1 Apache-SSL ù ćôK zÚ¸! üŞ MUř - ¸& )Uř(out-of-date)Ź ˙‚`? . . . . . . . 4 10.2 4 õĘÍ9Ź ů Apache-SSLĆ ?Žč : ’@–§ˇ ă#? . . . . . . . . . . . . . . . . . . . 4 10.3 CX` :Ì¸ KüŹÚ, f` ffiGý&`? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 10.4 HTTP` j!(port) 80ú 5Ź& IŹÚ, HTTPSŹ? . . . . . . . . . . . . . . . . . . . . . . . 5 10.5 #Ź ć "êĆt ÃK(secure), üÃK(non-secure) tčõ ›¸ îýL òř. `ăć`? . . . . 5 10.6 ¸C ˚ tčõ zX řř. ìSS! Š<tŹ qN3 ˇȷ#? . . . . . . . . . . . . . . . . . . . . 5 10.7 ÁĘ¸s! Š<tŹ qN3 ˇȷ#? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 10.8 4 CGI£ qN3 ÁĘ¸s! Š<Ć ?ŰăŹ`? . . . . . . . . . . . . . . . . . . . . . . . . . 6 10.9 FontPage98 Extensions with Apache-SSLù qN3 zXă#? . . . . . . . . . . . . . . . . . . 6 10.10Verisign certõ zXč :, ů ”getca”, ”getverisign”ú üú ¡ {Ź`? . . . . . . . . . . . . . 6 10.11‹Ł:‚ {7‹ Ćă . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 10.12Y2K [CŹ? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1. Main Features 2

C 11 < -‹¨ ýSS! 7 C 12 < Apache-SSLù mod ssl¸ Ięř!! 7 C 13 < ¨¿ffi 7 C 14 < yă äP¸! 7 C 15 < ¿ł%!(^^;) 7 C 16 < Team A.L. Digital & Apache SSL 8

1 Main Features

• \z ü\z: ¸Ì `ă • ČG q%t# 128ü! ‚¿^Ő¸ `ă • ÁĘ¸s! Š< • ;– ŹSS Śȷ • Ý$`ăć ?ŞÍé˚ API

2 Apache-SSL¸Ĺ?

Apache-SSLù Apacheő SSLeay/OpenSSLú §Łœ£ ăŹ ÃK ätč¸ř. ¸,ù BSD Íé˚ licenseĆ §Łćř. ^ş& copyright noticesˇ îŞćř8 \z:¸fi ü \z:¸fi Wă£ 8¡ –ş ˙¸ř(şŞ t čõ îý§ ;Ć SSLeayIsthislegal?FAQŹ ›q Ãč Ďćř). This is the same license as used by Apache from version 0.8.15

3 řÏ£ȷ

Ç& `ýŃ: Apache 1.3.11+ssl 1.38 `ýŃ (ă: 2000čÏáčÏáčÏá 1ňŒåňŒåňŒå 25ňÝåňÝåňÝå ¿êù Zć openssl-0.9.4` ŻÅăL t uč ¡ –ř. Apache-SSL ŹSS CXŹ řü UK ˝SSâ Ţj P¸!Ćt uč ¡ –ř:

• OxfordUniversity.

• UniversityofCambridgeComputerLaboratoryő řô FTP yă P¸!ffi:

• ftp.zedz.net (The Netherlands) • ftp.win.ne.jp (Japan) • ftp.sage-au.org.au (Australia) • ftp.vwv.com (South Africa)

4. ŻÅć ,ù? 3

• mirror.aarnet.edu.au (Australia) • ftp.it.net.au (Australia) • ftp.infoscience.co.jp (Japan) • ftp.funet.fi (Finland) • apache-ssl.raver.net (Canada) • ftp.pca.dfn.de (Germany) • ftp.sekure.net (Sweden) • ftp.clinet.fi (Finland) • opensores.thebunker.net (UK) • ftp.gin.cz (CZ) ZŹ HTTP yă P¸!ffi:

• mirror.aarnet.edu.au (Australia) • ftp.it.net.au (Australia) O/S specific č;ffi:

• RedHat, Caldera ŤýL TurboLinux ŹSSő ìś`ăć .rpm ffi Ńè ›Ć #Őý ?fi tč˚ contrib/rpms %ńùýĆt üú ¡ –ř.

• j! –Ź V: http://www.freebsd.org/ports/www.html.

4 ŻÅć ,ù?

ŻÅć ,ffiù (1.2.0+ Y 1.3.0+ č;Ćt `ă)Ì CXő =„˚ "żć ŹSS 7‹, Is SŽ˚ README ő zA ŽC 7‹ffi¸ř. CXŹ I7X ŹSSĆ :Ìý óĆ {7‹ üL, SSLeay(0.5.1b+) ZŹ OpenSSLY Ŋ@ýř. The modified source will still compile a standard Apache as well as Apache-SSL.

5 /êœ£ îŞă§

zŤł¸ȷõ `$ ffi N ¡ –Ź Şłù `$ /ê˚ č;ú NšsŹ Ňv(announce) Ć `«ăŹ ,¸ř.

6 ğł !§ő CX

ğł# „xPĺù ben@algroup.co.uk£ Ã4Ę.

čŤ# [C>ffiú łj6ăŹÚ Ùžú ŮffŞ ˝Ę. Ťă#, (¿ê¸ ìú ŞÝč ˚P` –ÌĘê.. –;) c Ž(LZřŹ?)ù Gă9ř.

7 \z: ŞÙ

I7X# Apache-SSL ˚ř \z:‚ ŞÙ¸ `ăăř. Œy –$fi ben@algroup.co.uk£ -‹ú Ã4Ę.

8. ;ı Š< 4

8 ;ı Š<

řüù W¸Ş ¨¿õ Å»ľč çPffi¸ř. #Ź IŠ ş–ffiú ÃŠ, 8‹ăŞê ML #ő˚ [G Ńè ; Å {ř. Å»ć £œ£ #ŐăŢř. Apache-SSLÌ ;ı Š<¸ `ăć Vffi:

• Thawte Consulting, at http://www.thawte.com/certs/server/request.html • CertiSign Certificadora Digital Ltda., at http://www.certisign.com.br/ • IKS GmbH, at http://www.iks-jena.de/produkte/ca/ • BelSign NV/SA, at http://www.belsign.be/ • VeriSign, Inc. at http://www.verisign.com/guide/apache/ • TC TrustCenter (Germany) at http://www.trustcenter.de/html/Produkte/TC\_Server/855.htm • NLsign B.V. at http://www.nlsign.nl/ • Deutsches Forschungsnetz at http://www.pca.dfn.de/dfnpca/certify/ssl/ • 128i Ltd. (New Zealand) at http://www.128i.com/ • Entrust.net Ltd. at http://www.entrust.net/products/index.htm • Equifax Inc. at http://www.equifaxsecure.com/ebusinessid/ • GlovalSign NV/SA at http://www.globalsign.net/ • ]Á ¿ê˚ P¸!ê Oú ¡ –ř.

9 PGP Å(key)

#Ć3 P:‚ -‹ú Ã7š8, 4 PGPÅ` –ř. CŇ ßÅć Úˇ ˚ţĘ; #Ź CSS[(passphrase) Í¸§ ¸ A˙ íř.. –+

10 FAQ

10.1 Apache-SSL ù ćôK zÚ¸! üŞ MUř - ¸& )Uř(out-of-date)Ź ˙‚`?

Ięř, æ˙ù Ť,(Apache-SSL)¸ PŁffi¸ ÙăŹ ˇÂ ffi ȷôćřŹ y¸ř. ÍýŹ LflKb č čŤ` –ú:ő ^ č;˚ Apache(¸ă I7X)` #ď:, ZŹ Ăw`` ^£Ï §ăú Ùč:ˇ zÚ¸! ćř.

10.2 4 õĘÍ9Ź ů Apache-SSLĆ ?Žč : ’@–§ˇ ă#?

https: ÂêĆ http:õ PÌř§ :[¸ř. Z, Ćă £ŤĆt řü -èŞõ Æ3 ýř8 Ńè æő›ù¸

îĆtř.

SSL_Accept failed error:140760EB:SSL routines:SSL23_GET_CLIENT_HELLO:unknown protocol

10.3 CX` :Ì¸ KüŹÚ, f` ffiGý&`?

řüY ›ù @Yõ uŹř8,

$patch < SSLpatch
  Looks like a new-style context diff.
  File to patch:

I˝ §( č;˚ patchõ `ŞL –ú ,¸ř. 2.1 ¸\˚ č;œ£ ĘôL řè èêăĘ.

10.4 HTTP` j!(port) 80ú 5Ź& IŹÚ, HTTPSŹ?

¿êù HTTPSõ IX j!Ćt# î` ¡ –Şˇ, ÂÙÛ˚ õĘÍ9` §Æœ£ üŹ vu j!Ź 443¸ř. C(ţ.. sCÙâ.. –;)Ź řüY ›¸ URLĆ j!ěÒõ ŞAľt õĘÍ9` ˛C£ üêÀ č ¡ –ř.

https://secure.server.hell:666

10.5 #Ź ć "êĆt ÃK(secure), üÃK(non-secure) tčõ ›¸ îýL òř.

`ăć`?

~`Ş Şł¸ –ř. ~„˚ tč ÂBú îý$#, ć ÂBĆt ~`Ş tüSSõ ôèĆ ă$#. ~ ÂBõ î ýŹ ^ù ¸î` –ÌĘê, Ã` `$ ^şă3 ć tčõ îýL SSL¸ ŻÅ{Ź ÙÛù `\ÒSS!(virtual host)£ Ť §ăú Ãčý8 ýř. ˇc ~„˚ ÂBú îýL òř8 ´ tč` AľŢ j!(Ã` üÃKù j ! 80, ÃKù 443) ăLˇ Ŋ@ üêÀ ľb ćř. ă#˚ tčˇ îýL òř8, qN3 zAăŹŞ Ł§ z A 7‹¸ –ř.

10.6 ¸C ˚ tčõ zX řř. ìSS! Š<tŹ qN3 ˇȷ#?

şG ă# - Å(key)ő Å»(request, », »u.. "b.. –;)õ ˇffiqĘ.

openssl req -new > new.cert.csr

şG ˚ - ÅĆt CSS[(passphrase)õ ŞŒĘ(xØPĺ¸ř).

openssl rsa -in privkey.pem -out new.cert.key

şG Ľ - Å»(request)ú t<ý Š<(cert)œ£ ĘþĘ.(Ęþ, Ęþ, ^^;)

openssl x509 -in new.cert.csr -out neww.cert.cert -req -signkey new.cert.key -days 365

æ @Yõ Apache-SSL˚ Şèı£ řüY ›¸ PÌćř.

SSLCertificateFile /path/to/certs/new.cert.cert
SSLCertificateKeyFile /path/to/certs/new.cert.key

10.7 ÁĘ¸s! Š<tŹ qN3 ˇȷ#?

şG ă# - æ ˛ď CA Š</Å ûú ˇfiř. şG ˚ - CA Å£ L« Å»Ć t<ćř.

openssl x509 -req -in client.cert.csr -out client.cert.cert -signkey my.CA.key -CA my.CA.cert -CAkey my.CA.key -CAcreateserial -days 365

şG Ľ - ’client.cert.cert’ 7‹ú Å»ăŹ¸Ć3 J;sĘ.

Apache-SSLù řüú 8` ěœ£˚ ¸ Š<t˚ Ý‚¸ `ăăř.

SSLCACertificateFile /path/to/certs/my.CA.cert
SSLVerifyClient 2

10.8 4 CGI£ qN3 ÁĘ¸s! Š<Ć ?ŰăŹ`?

`ýŃ apache 1.3.2+ssl 1.27 ¸\ĆtŹ řü Şèıõ PÌćř.

SSLExportClientCertificates

¸,ù ÁĘ¸s! Š<˚ 4Ìú jěăŹ ÞEž¡õ ˇffi3 ýř. Ì ıČć ,ù, docs Ď Ő˚ SSLExportClientCertificatesõ ÃĘ. ȷô ŽCê –ř: https://www.apache-ssl.org/cgi/

cert-export

10.9 FontPage98 Extensions with Apache-SSLù qN3 zXă#?

Bertrand Renuart` ¸Ć Âć ıČć 4Ìú http://www.itma.lu/howto/apacheĆt §ÁăL –ř.

10.10 Verisign certõ zXč :, ů ”getca”, ”getverisign”ú üú ¡ {Ź`?

Apache-SSL <žĆt Verisignù ŞÙüŞ M§ :[¸ř. PÌăL òř8 Stronghold(\Ì I7X §Ł SSL ŞÙ tč)õ PÌľĘ. ¿ê¸ ľb č ‹ù şŞ Š<ú 7‹Ć 9$ăL Ť ¸öú SSLCertificateFileŞè ıĆ J;s8 ýř. Å7‹ê J;b ăŹ( §rľĘ.

10.11 ‹Ł:‚ {7‹ Ćă

  gcc -c -I../os/unix -I../include -I/usr/local/ssl/include -funsigned-char -DTARGET=\"httpsd\" -DAPACHE_SSL ‘../apaci‘ -DAPACHE_SSL buff.c
  buff.c: In function ‘ap_read’:
  buff.c:259: structure has no member named ‘stats’
  buff.c:267: structure has no member named ‘stats’
  buff.c:268: structure has no member named ‘stats’
  buff.c:269: structure has no member named ‘stats’
  buff.c:271: structure has no member named ‘stats’
  buff.c: In function ‘ap_write’:
  buff.c:346: warning: passing arg 2 of ‘SSL_write’ discards ‘const’ from pointer target type
  *** Error code 1

OpenSSLú zŤł¸ȷ ľb ćř.

10.12 Y2K [CŹ?

Apache-SSL ăÙ˚ {jF!ĆŹ (ă[ť ˛ý` {qt ¿ê èSSð˚ ;–:‚ {ŤĘ¸s SS(compliance)Ď Űşú ŃŞ MŹř. -‚ {jF!‚ I7XŹ Y2KĆ Âľt ¸b§ ăL –ř. Zć ¿êù OS, ăȷSSqő řô ?ú *Pľb ćř.

11. -‹¨ ýSS! 7

11 -‹¨ ýSS!

~ Apache-SSL -‹¨ ýSS!` –ř. Apache-SSL voę/(community)£Ùâ ‹Ł:‚ êÓ¸# ŞÙú Ùă8, apache-ssl-help@lists.aldigital.co.uk£ þ -‹ú Ã4Ę. ¸,ù Ů[Ć Âć ľżú uŹ` $ ˇô E£ ‹ ,¸ř. Ťă#, Ů[ú jSS6ă§;Ć archiveĆ ż¸ –ŹŞÙâ Ý‚ľĘ.

ş£& /êœ£ îŞăL ^ `ýŃő |Åć Ňvõ fl§ˇú Ùćř8, apache-sslannounce-help@lists.

aldigital.co.uk` –ř.

12 Apache-SSLù mod ssl¸ Ięř!!

There appears to be some confusion regarding Apache-SSL and mod ssl. To set the record straight: mod ssl is not a replacement for Apache-SSL - it is an alternative, in the same way that Apache is an alternative to Netscape/Microsoft servers, or Linux is an alternative to FreeBSD. It is a matter of personal choice as to which you run. mod ssl is what is known as a ’split’ - i.e. it was originally derived from Apache-SSL, but has been extensively redeveloped so the code now bears little relation to the original.

Apache-SSL continues to be developed and maintained, our main focus being on reliability, security and performance, rather than features and bells and whistles. I hope this makes things clear. (Adam Laurie)

13 ¨¿ffi

[ť ä ıÙffi:

• PeterGutmann’sSecurityandEncryption-relatedResourcesandLinks

• AndrewFord’sApache/Apache-SSLQuickReferenceCard

14 yă äP¸!

• Infoscience, Japan (Japanese language), at japache.infoscience.co.jp/Apache-SSL/

Apache-SSL.html.

• BilkentUniversity, Ankara, Turkey, at http://sunsite.bcc.bilkent.edu.tr/pub/infosystems/

apache-ssl/Index.html.

• raver.net, Canada, at http://apache-ssl.raver.net/.

• algroup, USA, at http://lynx.usa.algroup.co.uk/mirrors/www.apache-ssl.org/.

• instinct.org, Czech Republic, at http://www.instinct.org/apache-ssl/

• gin.cz, CZ, at http://apache-ssl.gin.cz/

15 ¿ł%!(^^;)

Apache-SSL was written by BenLaurie, who is also an Apachecoreteammember, and an

OpenSSLcoreteammember.

The development of Apache-SSL is sponsored by A.L.DigitalLtd., and this site is hosted by tem.

16. Team A.L. Digital & Apache SSL 8

Info on FTP mirror sites, CAs, Links, etc., should be send to: TheWebSlaves.

Apache-SSL graphics courtesy of JamieHarrison and TheWoWFoundation, based on the original feather by

RandyTerbush. Feel free to replicate.

16 Team A.L. Digital & Apache SSL

A.L. Digital Ltd. participate in the Distributed Net encryption cracking efforts, as do many of our friends. To see how our team is doing, click the team logo above. To read more about the project, click on the banner above. To join our team, affiliate yourself with team no. 5209. For your personal privacy, the team membership listing is not open to the public, and we promise not to use it ourselves. For anything.